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CVE CVE-2019-11413
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2019-04-22 11:29:00 UTC
Updated 2023-11-07 03:03:00 UTC
Description An issue was discovered in Artifex MudS 1.0.5. It has unlimited recursion because the match function in regexp.c lacks a de
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Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Artifex Mujs 1.0.5 All
Application Artifex Muijs 1.0.5 All

Edition

All

All

Language
All

All

References

Reference

[SECURITY] Fedora 31 Update: mujs-1.0.9-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: mujs-1.0.9-1.fc32 - package-announce - Fedora Mailing-Lists
git.ghostscript.com Git - mujs.git/commit

[SECURITY] Fedora 33 Update: mujs-1.0.9-1.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: mujs-1.0.9-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: mujs-1.0.9-1.fc32 - package-announce - Fedora Mailing-Lists
Bug 700937: Limit recursion in regexp matcher. - ccxvii/mujs@00d4606 - GitHub

Bug Access Denied

Artifex MudS Multiple Stack Buffer Overflow and Denial of Service Vulnerabilities

mujs: Multiple vulnerabilities (GLSA 202007-52) — Gentoo security

[SECURITY] Fedora 33 Update: mujs-1.0.9-1.fc33 - package-announce - Fedora Mailing-Lists
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MISC

FEDORA

MISC

MISC

BID
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Link
lists.fedoraproject.org
lists.fedoraproject.org
www.ghostscript.com
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
github.com
bugs.ghostscript.com
www.securityfocus.com
security.gentoo.org
lists.fedoraproject.org
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Tags

Patch

Patch
Issue

Third

canor


https://cve.report/
https://cve.report/CVE-2019-11413/mitre
https://cve.report/CVE-2019-11413/nist
https://cve.report/CVE-2019-11413/cve_org
https://cve.report/CVE-2019-11413.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/mujs
http://cve.report/vendor/artifex
http://cve.report/software/artifex/mujs
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/67PMOZV4DLVL2KGU2SV724QL7Y4PKWKU/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3RQXMWEOWCGLOLFBQSXBM3MBN33T4I5H/
http://www.ghostscript.com/cgi-bin/findgit.cgi?00d4606c3baf813b7b1c176823b2729bf51002a2
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MFCRO74ORRIVWNVAX2MAMRY3THCTWLQI/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/67PMOZV4DLVL2KGU2SV724QL7Y4PKWKU/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3RQXMWEOWCGLOLFBQSXBM3MBN33T4I5H/
https://github.com/ccxvii/mujs/commit/00d4606c3baf813b7b1c176823b2729bf51002a2
https://bugs.ghostscript.com/show_bug.cgi?id=700937
http://www.securityfocus.com/bid/108093
https://security.gentoo.org/glsa/202007-52
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MFCRO74ORRIVWNVAX2MAMRY3THCTWLQI/
https://www.cve.org/CVERecord?id=CVE-2019-11413
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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