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CVE CVE-2019-11416
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2019-04-22 11:29:00 UTC
Updated 2019-05-06 02:20:00 UTC
Description A CSRF issue was discovered on Intelbras IWR 3000N 1.5.0 devices, leading to complete control of the router, as demonst

1|

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Update
All
All
All

All

Type Vendor Product Version

Hardware Intelbras Iwr 3000n -

Hardware Intelbras Iwr 3000n -

Operating System Intelbras Iwr 3000n Firmware 1.5.0

Operating System Intelbras Iwr 3000n Firmware 1.5.0
References

Reference

Intelbras IWR 3000N 1.5.0 Cross Site Request Forgery = Packet Storm

Intelbras IWR 3000N 1.5.0 - Cross-Site Request Forgery - Hardware webapps Exploit
1.337.zone/2019/04/08/intelbras-iwr-3000n-1-5-0-csrf-lead-to-router-take....

CVE Program record

NVD vulnerability detail

1]

Source

MISC

EXPLOIT-DB

MISC

CVE.ORG

NVD

Edition Language
All All
All All
All All
All All
Link Tags

packetstormsecurity.com  Exploit, T

www.exploit-db.com
1.337.zone
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Exploit, T
Exploit, T
canonical
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https://cve.report/
https://cve.report/CVE-2019-11416/mitre
https://cve.report/CVE-2019-11416/nist
https://cve.report/CVE-2019-11416/cve_org
https://cve.report/CVE-2019-11416.pdf
http://cve.report/vendor/intelbras
http://cve.report/software/intelbras/iwr_3000n
http://cve.report/vendor/intelbras
http://cve.report/software/intelbras/iwr_3000n
http://cve.report/vendor/intelbras
http://cve.report/software/intelbras/iwr_3000n_firmware
http://cve.report/vendor/intelbras
http://cve.report/software/intelbras/iwr_3000n_firmware
http://packetstormsecurity.com/files/152682/Intelbras-IWR-3000N-1.5.0-Cross-Site-Request-Forgery.html
https://www.exploit-db.com/exploits/46770/
https://1.337.zone/2019/04/08/intelbras-iwr-3000n-1-5-0-csrf-lead-to-router-takeover/
https://www.cve.org/CVERecord?id=CVE-2019-11416
https://nvd.nist.gov/vuln/detail/CVE-2019-11416
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