CVE-2019-11417/

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-11417
PUBLIC

cve@mitre.org

MITRE NVD CVE.ORG

CVE Program / NVD first with legacy fallback

2019-04-22 11:29:00 UTC

2021-07-21 11:39:00 UTC

Print: PDF %5

system.cgi on TRENDnet TV-IP110WN cameras has a buffer overflow caused by an inadequate source-length check befor

Risk And Classification

1|

Problem Types: CWE-20 | CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor

Trendnet

Trendnet

Trendnet

Trendnet

Trendnet

Trendnet

Trendnet

Trendnet

Trendnet

Trendnet

Product

Tv-ip110wn
Tv-ip110wn
Tv-ip110wn Firmware
Tv-ip110wn Firmware
Tv-ip110wn Firmware
Tv-ip110wn Firmware
Tv-ip110wn Firmware
Tv-ip110wn Firmware
Tv-ip110wn Firmware

Tv-ip110wn Firmware

Version

1.2.2.28

1.2.2.64

1.2.2.65

1.2.2.68

1.2.2.28

1.2.2.64

1.2.2.65

1.2.2.68

Update Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All

All

References

Reference

CVE Program record

NVD vulnerability detail

IOTFuzzer/Trendnet_response.png at master - zyw-200/I0TFuzzer - GitHub

Source

MISC

CVE.ORG

NVD

Link
github.com
Www.cve.org

nvd.nist.gov

Tags

Third Party Advisory

canonical

canonical, analysis


https://cve.report/
https://cve.report/CVE-2019-11417/mitre
https://cve.report/CVE-2019-11417/nist
https://cve.report/CVE-2019-11417/cve_org
https://cve.report/CVE-2019-11417.pdf
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
http://cve.report/vendor/trendnet
http://cve.report/software/trendnet/tv-ip110wn_firmware
https://github.com/zyw-200/IOTFuzzer/blob/master/Trendnet_response.png
https://www.cve.org/CVERecord?id=CVE-2019-11417
https://nvd.nist.gov/vuln/detail/CVE-2019-11417

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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