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assamvnncurmaunsucnan  Gertain versions of Liferay Portal from Liferay contain the following
: vulnerability:

** DISPUTED ** An issue was discovered in Liferay Portal CE 7.1.2
GABS. An attacker can use Liferay's Groovy script console to execute
OS commands. Commands can be executed via a
[command].execute() call, as demonstrated by "def cmd =" in the
ServerAdminPortlet_script value to group/control_panel/manage. Valid
credentials for an application administrator user account are required. NOTE: The developer
disputes this as a vulnerability since it is a feature for administrators to run groovy scripts and
therefore not a design flaw.

CVE-2019-11444 has been assigned by [JJ] cve@mitre.org to track the vulnerability - currently rated as [IIE) severity.

CVSS3 Score: 7.2-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ HIGH | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 9-HIGH

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Taas Link


https://cve.report/
https://cve.report/CVE-2019-11444/mitre
https://cve.report/CVE-2019-11444/nist
https://cve.report/CVE-2019-11444/cve_org
https://cve.report/CVE-2019-11444.pdf
http://cve.report/software/liferay/liferay_portal
http://cve.report/vendor/liferay
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

Liferay CE Portal < 7.1.2 ga3 - Remote Command

Execution (Metasploit) - Multiple webapps Exploit Third Party Advisory
VDB Entry
www.exploit-db.com

a MISC www.exploit-db.com/exploits/46525

Proof of Concept
text/html

Pentest Blog - Self-Improvement to Ethical Hacking MISC pentest.com.tr/exploits/Liferay-CE-Portal-Tomcat-7-
CIEEPCERA  1-2-ga3-Groovy-Console-Remote-Command-Execution-
pentest.com.tr Metasploit.html

text/x-ruby

Running Scripts From the Script Console — Liferay dev.liferay.com (D) MISC dev.liferay.com/discover/portal/-’knowledge_base/7-
Help Center text/html 1/running-scripts-from-the-script-console

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Liferay Liferay Portal 7.1.2 gad All All
Application Liferay Liferay Portal 71.2 ga3d All All

cpe:2.3:a:liferay:liferay_portal:7.1.2:ga3:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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