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Summary

CVE CVE-2019-11455

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-22 16:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description A buffer over-read in Util_urlDecode in util.c in Tildeslash Monit before 5.25.3 allows a remote authenticated attacker to retrieve the contents of adjacent memory via manipulation of GET or POST parameters. The attacker can also cause a denial of service (application outage).

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Application Tildeslash Monit All All All All

Application Tildeslash Monit All All All All

References

Reference Source Link Tags

[SECURITY] Fedora 31 Update: monit-5.26.0-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 31 Update: monit-5.26.0-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

exploits/monit_buffer_overread.py at master · dzflack/exploits · GitHub MISC github.com Exploit, Third Party Advisory

[SECURITY] Fedora 32 Update: monit-5.26.0-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 2855-1] monit security update MLIST lists.debian.org

USN-3971-1: Monit vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

https://cve.report/
https://cve.report/CVE-2019-11455/mitre
https://cve.report/CVE-2019-11455/nist
https://cve.report/CVE-2019-11455/cve_org
https://cve.report/api/cve/CVE-2019-11455.json
https://cve.report/CVE-2019-11455.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/tildeslash
http://cve.report/software/tildeslash/monit
http://cve.report/vendor/tildeslash
http://cve.report/software/tildeslash/monit
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/L475QJMFFI2QV5QEHAKKPVX6QX6ECUL6/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/L475QJMFFI2QV5QEHAKKPVX6QX6ECUL6/
https://github.com/dzflack/exploits/blob/master/unix/monit_buffer_overread.py
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HZQDHRSKTEX5MSYXNCGFTUSFGANBARHX/
https://lists.debian.org/debian-lts-announce/2021/12/msg00018.html
https://usn.ubuntu.com/3971-1/


[SECURITY] Fedora 32 Update: monit-5.26.0-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

tildeslash / Monit / commit / f12d0cdb42d4 — Bitbucket MISC bitbucket.org Patch, Third Party Advisory

[SECURITY] [DLA 1767-1] monit security update MLIST lists.debian.org Mailing List, Third Party Advisory

exploits/monit_dos.py at master · dzflack/exploits · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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