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PUBLIC
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CVE Program / NVD first with legacy fallback
2019-04-22 22:29:00 UTC

2023-11-07 03:03:00 UTC

The tiff_document_render() and tiff_document_get_thumbnail() functions in the TIFF document backend in GNOME Evince

| 1|

Risk And Classification

Problem Types: CWE-754 | CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.10 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Gnome Evince All All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 15.1 All All All
Redhat Enterprise Linux 8.0 All All All
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References

Reference

CVE Program record

NVD vulnerability detail

/]

Red Hat Customer Portal

[SECURITY] [DLA 1882-1] atril security update

[security-announce] openSUSE-SU-2019:1667-1: moderate: Recommended updat
Bugtraqg: [SECURITY] [DSA 4624-1] evince security update
[SECURITY] [DLA 1881-1] evince security update

Debian -- Security Information -- DSA-4624-1 evince

USN-3959-1: Evince vulnerability | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 29 Update: evince-3.30.2-4.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 29 Update: evince-3.30.2-4.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: evince-3.32.0-3.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: evince-3.32.0-3.fc30 - package-announce - Fedora Mailing-Lists

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500882 Alpine Linux Security Update for evince

ENAT7AER Alnina | iniiv Qannivibi L lnAdata far Avinan

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)

377260 Alibaba Cloud Linux Security Update for poppler and evince (ALINUX2-SA-2020:0052)

(CVE-2019-11459) Uninitialized memory read in tiff_document_render() (#1129) - Issues - GNOME / evince - GitLab
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670298 EulerOS Security Update for evince (EulerOS-SA-2021-1778)
671558 EulerOS Security Update for evince (EulerOS-SA-2022-1561)
940366 AlmaLinux Security Update for GNOME (ALSA-2019:3553)

960235 Rocky Linux Security Update for GNOME (RLSA-2019:3553)
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