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cvssaomvaachranunscersay  Gertain versions of Gnome—desktop from Gnome contain the foIIowing
vulnerability:

An issue was discovered in GNOME gnome-desktop 3.26, 3.28, and
3.30 prior to 3.30.2.2, and 3.32 prior to 3.32.1.1. A compromised
thumbnailer may escape the bubblewrap sandbox used to confine
thumbnailers by using the TIOCST]I ioctl to push characters into the
input buffer of the thumbnailer's controlling terminal, allowing an
attacker to escape the sandbox if the thumbnailer has a controlling terminal. This is due to
improper filtering of the TIOCSTI ioctl on 64-bit systems, similar to CVE-2019-10063.

CVE-2019-11460 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9- CRITICAL |

Attack Attack Privileges User

Vector Complexity Required Interaction

HiGH ] [ NONE | [ NON |

Scope Confidentiality Integrity Availability
Impact Impact Impact

= HiGH [HiGH ]

CVSS2 Score: [SBFMEDIUM)

Access Access Authentication

Vector Complexity

[ NONE |

Confidentiality Integrity Availability

Impact Impact Impact
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announce - Fedora Mailing-Lists 992622684b
(CVE-2019-11460) Incomplete fix for CVE-2017-5226 (#112) - Issues - @ misc

GNOME / GNOME Utility Library - GitLab gitlab.gnome.org/GNOME/gnome-

Third Party Advisory desktop/issues/112
gitlab.gnome.org

[security-announce] openSUSE-SU-2019:2038-1: moderate: Security update 9 SUSE openSUSE-SU-2019:2038

f text/html

USN-3994-1: gnome-desktop vulnerability | Ubuntu security notices | Ubuntu

@® UBUNTU USN-3994-1

GNOME desktop library: Security bypass (GLSA 201908-28) — Gentoo B3 GENTOO GLSA-201908-28

security text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

710133 Gentoo Linux GNOME desktop library Security bypass Vulnerability (GLSA 201908-28)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Gnome-desktop All All All All
Application Gnome Gnome-desktop 3.26.0 All All All
Application Gnome Gnome-desktop 3.28.0 All All All
Application Gnome Gnome-desktop All All All All
Application Gnome Gnome-desktop 3.26.0 All All All
Application Gnome Gnome-desktop 3.28.0 All All All

cpe:2.3:a:gnome:gnome-deskiop:3.26.0: """

cpe:2.3:a:gnome:gnome-deskiop:3.28.0: """

cpe:2.3:a:gnome:gnome-deskiop:3.26.0: """

akLk kKK kK,

cpe:2.3:a:gnome:gnome-desktop:3.28.0:*: " "

No vendor comments have been submitted for this CVE
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