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Summary

CVE CVE-2019-11461

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-22 21:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description An issue was discovered in GNOME Nautilus 3.30 prior to 3.30.6 and 3.32 prior to 3.32.1. A compromised thumbnailer may escape the bubblewrap sandbox used to confine thumbnailers by using the TIOCSTI ioctl to push characters into the input buffer of the thumbnailer's controlling terminal, allowing an attacker to escape the sandbox if the thumbnailer has a controlling terminal. This is due to improper filtering of the TIOCSTI ioctl on 64-bit systems, similar to CVE-2019-10063.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Nautilus All All All All

Application Gnome Nautilus All All All All

References

Reference Source Link Tags

(CVE-2019-11461) Incomplete fix for CVE-2017-5226 (#987) · Issues · GNOME / nautilus · GitLab MISC gitlab.gnome.org Issue Tracking, Third Party Advisory

Nautilus: Security bypass (GLSA 201908-27) — Gentoo security GENTOO security.gentoo.org

[security-announce] openSUSE-SU-2019:2038-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501089 Alpine Linux Security Update for nautilus

671437 EulerOS Security Update for nautilus (EulerOS-SA-2022-1356)

710134 Gentoo Linux Nautilus Security bypass Vulnerability (GLSA 201908-27)
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