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CVE CVE-2019-11478
State PUBLIC
Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-19 00:15:00 UTC
Updated 2023-08-16 14:17:00 UTC
Description Jonathan Looney discovered that the TCP retransmission queue implementation in tcp_fragment in the Linux kernel could t
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Canonical Ubuntu Linux 12.04 All All All
Operating System  Canonical Ubuntu Linux 14.04 All All All
Operating System  Canonical Ubuntu Linux 16.04 All All All
Operating System  Canonical Ubuntu Linux 18.04 All All All
Operating System  Canonical Ubuntu Linux 18.10 All All All
Operating System  Canonical Ubuntu Linux 19.04 All All All
Operating System  Canonical Ubuntu Linux 12.04 All All All
Operating System  Canonical Ubuntu Linux 14.04 All All All
Operating System  Canonical Ubuntu Linux 16.04 All All All
Operating System  Canonical Ubuntu Linux 18.04 All All All
Operating System  Canonical Ubuntu Linux 18.10 All All All
Operating System  Canonical Ubuntu Linux 19.04 All All All
Application F5 Big-ip Access Policy Manager 15.0.0 All All All
Application F5 Big-ip Access Policy Manager 15.0.0 All All All
Application F5 Big-ip Access Policy Manager All All All All
Application F5 Big-ip Access Policy Manager All All All All
Application F5 Big-ip Access Policy Manager All All All All
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http://www.openwall.com/lists/oss-security/2019/06/28/2
https://access.redhat.com/errata/RHSA-2019:1594
http://www.openwall.com/lists/oss-security/2019/07/06/4
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2019-0007
https://www.synology.com/security/advisory/Synology_SA_19_28
http://packetstormsecurity.com/files/154408/Kernel-Live-Patch-Security-Notice-LSN-0055-1.html
https://kc.mcafee.com/corporate/index?page=content&id=SB10287
http://packetstormsecurity.com/files/154951/Kernel-Live-Patch-Security-Notice-LSN-0058-1.html
http://www.vmware.com/security/advisories/VMSA-2019-0010.html
https://www.kb.cert.org/vuls/id/905115
https://www.oracle.com/security-alerts/cpujan2020.html
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic
http://www.openwall.com/lists/oss-security/2019/07/06/3
https://access.redhat.com/errata/RHSA-2019:1602
http://www.openwall.com/lists/oss-security/2019/10/24/1
http://packetstormsecurity.com/files/153346/Kernel-Live-Patch-Security-Notice-LSN-0052-1.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://www.cve.org/CVERecord?id=CVE-2019-11478
https://nvd.nist.gov/vuln/detail/CVE-2019-11478

LEGACY: Jonathan Looney from Nettflix

Legacy QID Mappings

610318 Google Android February 2021 Security Patch Missing for Huawei EMUI
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