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The Siemens R3964 line discipline driver in drivers/tty/n_r3964.c in the Linux kernel before 5.0.8 has multiple race conditior

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application

Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
Netapp Active Iq - All All All
Netapp Hci Management Node - All All All
Netapp Snapprotect - All All All
Netapp Solidfire - All All All
Netapp Storage Replication Adapter For Clustered Data Ontap 9.7 All All All
Netapp Vasa Provider For Clustered Data Ontap 9.7 All All All
Netapp Virtual Storage Console 9.7 All All All
Opensuse  Leap 15.1 All All All
Opensuse  Leap 42.3 All All All
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Bugtraq: [SECURITY] [DSA 4465-1] linux security update

[SECURITY] [DLA 1799-2] linux security update
cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.0.8
cdn.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.19.35

[security-announce] openSUSE-SU-2019:1479-1: important: Security update

May 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security
[SECURITY] [DLA 1799-1] linux security update

Debian -- Security Information -- DSA-4465-1 linux

tty: mark Siemens R3964 line discipline as BROKEN - torvalds/linux@c7084ed - GitHub
cdn.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.14.112

oss-security - Linux kernel: multiple issues

kernel/git/torvalds/linux.git - Linux kernel source tree
cdn.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.9.169
support.f5.com/csp/article/K50222414

[SECURITY] [DLA 1824-1] linux-4.9 security update
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670269 EulerOS Security Update for kernel (EulerOS-SA-2021-1808)
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