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Summary

CVE CVE-2019-11494

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-08 18:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description In the IMAP Server in Dovecot 2.3.3 through 2.3.5.2, the submission-login service crashes when the client disconnects prematurely during the AUTH command.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dovecot Dovecot All All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

References

Reference Source Link Tags

Dovecot MISC www.dovecot.org Vendor Advisory

[SECURITY] Fedora 30 Update: dovecot-2.3.6-3.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:2281-1: important: Security update SUSE lists.opensuse.org

Dovecot MISC www.dovecot.org Release Notes, Vendor Advisory

[SECURITY] Fedora 30 Update: dovecot-2.3.6-3.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: dovecot-2.3.6-3.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: dovecot-2.3.6-3.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:2278-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4XLI55NGRDTGMVOPYFCPPFNPA5VKYSSY/
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00026.html
https://www.dovecot.org/download.html
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/QHFZ5OWRIZGIWZJ5PTNVWWZNLLNH4XYS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/QHFZ5OWRIZGIWZJ5PTNVWWZNLLNH4XYS/
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00024.html
https://www.cve.org/CVERecord?id=CVE-2019-11494
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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