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CVE CVE-2019-11537
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-04-25 19:29:00 UTC
Updated 2019-05-07 18:57:00 UTC
Description In osTicket before 1.12, XSS exists via /upload/file.php, /upload/scp/users.php?do=import-users, and /upload/scp/ajax.php/

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Osticket Osticket All All
Application Osticket Osticket All All

Edition

All

All

Language
All

All

References

Reference

osTicket 1.11 - Cross-Site Scripting / Local File Inclusion - PHP webapps Exploit

xss: XSS To LFI Vulnerability by JediKev - Pull Request #4869 - osTicket/osTicket - GitHub
osTicket 1.11 - Cross-Site Scripting / Local File Inclusion - PHP webapps Exploit

Release v1.12 - osTicket/osTicket - GitHub

Pentest Blog - Self-Improvement to Ethical Hacking

CVE Program record

NVD vulnerability detail

1]

Source

Link

EXPLOIT-DB  www.exploit-db.com

MISC

MISC

MISC

MISC

CVE.ORG

NVD

github.com
www.exploit-db.com
github.com
pentest.com.tr
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags

Exploit, T
Third Par
Exploit, T
Third Par
Exploit, T
canonica

canonica

“‘mﬂ
BARRARIAAARR R |


https://cve.report/
https://cve.report/CVE-2019-11537/mitre
https://cve.report/CVE-2019-11537/nist
https://cve.report/CVE-2019-11537/cve_org
https://cve.report/api/cve/CVE-2019-11537.json
https://cve.report/CVE-2019-11537.pdf
http://cve.report/vendor/osticket
http://cve.report/software/osticket/osticket
http://cve.report/vendor/osticket
http://cve.report/software/osticket/osticket
https://www.exploit-db.com/exploits/46753/
https://github.com/osTicket/osTicket/pull/4869
https://www.exploit-db.com/exploits/46753
https://github.com/osTicket/osTicket/releases/tag/v1.12
https://pentest.com.tr/exploits/osTicket-v1-11-XSS-to-LFI.html
https://www.cve.org/CVERecord?id=CVE-2019-11537
https://nvd.nist.gov/vuln/detail/CVE-2019-11537
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