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Summary

CVE CVE-2019-11561

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-08 16:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The Chuango 433 MHz burglar-alarm product line is vulnerable to a Denial of Service attack. When the condition is triggered, the OV2 base station is unable to process sensor states and effectively prevents the alarm from setting off, as demonstrated by Chuango branded products, and non-Chuango branded products such as the Eminent EM8617 OV2 Wifi Alarm System.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Chuango A11 - All All All

Hardware Chuango A11 - All All All

Operating System Chuango A11 Firmware All All All All

Operating System Chuango A11 Firmware All All All All

Hardware Chuango A8 - All All All

Hardware Chuango A8 - All All All

Operating System Chuango A8 Firmware All All All All

Operating System Chuango A8 Firmware All All All All

Hardware Chuango Awv Plus - All All All

Hardware Chuango Awv Plus - All All All

Operating System Chuango Awv Plus Firmware All All All All

Operating System Chuango Awv Plus Firmware All All All All

Hardware Chuango B11 - All All All

Hardware Chuango B11 - All All All

Operating System Chuango B11 Firmware All All All All

Operating System Chuango B11 Firmware All All All All

Hardware Chuango Cg-105s - All All All
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Hardware Chuango Cg-105s - All All All

Hardware Chuango Cg-105s - All All All

Operating System Chuango Cg-105s Firmware All All All All

Operating System Chuango Cg-105s Firmware All All All All

Hardware Chuango G3 - All All All

Hardware Chuango G3 - All All All

Operating System Chuango G3 Firmware All All All All

Operating System Chuango G3 Firmware All All All All

Hardware Chuango G5w - All All All

Hardware Chuango G5w - All All All

Hardware Chuango G5w 3g - All All All

Hardware Chuango G5w 3g - All All All

Operating System Chuango G5w 3g Firmware All All All All

Operating System Chuango G5w 3g Firmware All All All All

Operating System Chuango G5w Firmware All All All All

Operating System Chuango G5w Firmware All All All All

Hardware Chuango G5 Plus - All All All

Hardware Chuango G5 Plus - All All All

Operating System Chuango G5 Plus Firmware All All All All

Operating System Chuango G5 Plus Firmware All All All All

Hardware Chuango H4 Plus - All All All

Hardware Chuango H4 Plus - All All All

Operating System Chuango H4 Plus Firmware All All All All

Operating System Chuango H4 Plus Firmware All All All All

References

Reference Source Link Tags

write-ups/CVE-2019-11561 at master · RiieCco/write-ups · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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