CVE-2019-11578

MITRE NVD CVE.ORG

CVE CVE-2019-11578

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-28 16:29:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description auth.c in dhcped before 7.2.1 allowed attackers to infer secrets by performing latency attacks.

JSON API Print: PDF 1)

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Dhcpcd Project Dhcpcd All All
Application Dhcpcd Project Dhcped All All

Edition Language
All All
All All

References
Reference Source
dhcpced.git - DHCP / IPv4LL / DHCPvV6 / IPV6RA client. MISC
dhcped.git - DHCP / IPv4LL / DHCPv6 / IPv6RA client. MISC
dhcped Multiple Security Vulnerbailities BID
dhcped-7.2.1 has been released MISC
dhcpced.git - DHCP / IPv4LL / DHCPvV6 / IPV6RA client. MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

roy.marples.name
roy.marples.name
www.securityfocus.com
roy.marples.name
roy.marples.name
Wwww.cve.org

nvd.nist.gov

Tags

Patch, Third Party Advisory
Patch, Third Party Advisory
Third Party Advisory, VDB Entry
Third Party Advisory

Third Party Advisory

canonical

canonical, analysis


https://cve.report/
https://cve.report/CVE-2019-11578/mitre
https://cve.report/CVE-2019-11578/nist
https://cve.report/CVE-2019-11578/cve_org
https://cve.report/api/cve/CVE-2019-11578.json
https://cve.report/CVE-2019-11578.pdf
http://cve.report/vendor/dhcpcd_project
http://cve.report/software/dhcpcd_project/dhcpcd
http://cve.report/vendor/dhcpcd_project
http://cve.report/software/dhcpcd_project/dhcpcd
https://roy.marples.name/git/dhcpcd.git/commit/?id=aee631aadeef4283c8a749c1caf77823304acf5e
https://roy.marples.name/git/dhcpcd.git/commit/?id=7121040790b611ca3fbc400a1bbcd4364ef57233
http://www.securityfocus.com/bid/108090
https://roy.marples.name/archives/dhcpcd-discuss/0002415.html
https://roy.marples.name/git/dhcpcd.git/commit/?id=cfde89ab66cb4e5957b1c4b68ad6a9449e2784da
https://www.cve.org/CVERecord?id=CVE-2019-11578
https://nvd.nist.gov/vuln/detail/CVE-2019-11578
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