
CVE-2019-11582
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2019-11582

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-14 14:29:00 UTC

Updated 2019-06-17 15:25:00 UTC

Description An argument injection vulnerability in Atlassian Sourcetree for Windows's URI handlers, in all versions prior to 3.1.3, allows remote attackers to gain remote code execution through the use of a crafted URI.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Sourcetree All All All All

Application Atlassian Sourcetree All All All All

References

Reference

[SRCTREEWIN-11917] Remote code execution vulnerability for Sourcetree for Windows - CVE-2019-11582 - Create and track feature requests for Atlassian products.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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