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Summary

CVE CVE-2019-11601

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-21 20:15:00 UTC

Updated 2023-02-02 19:19:00 UTC

Description A directory traversal vulnerability in remote access to backup & restore in earlier versions than ProSyst mBS SDK 8.2.6 and Bosch IoT Gateway Software 9.2.0 allows remote attackers to write or delete files at any location.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bosch Iot Gateway Software All All All All

Application Bosch Iot Gateway Software All All All All

Application Bosch Prosyst Mbs Sdk All All All All

Application Bosch Prosyst Mbs Sdk All All All All

References

Reference Source Link Tags

BOSCH-SA-562575 | Bosch PSIRT CONFIRM psirt.bosch.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Philip Kazmeier

There are currently no legacy QID mappings associated with this CVE.
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