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Summary

CVE CVE-2019-11628

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-01 03:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description An issue was discovered in QlikView Server before 11.20 SR19, 12.00 and 12.10 before 12.10 SR11, 12.20 before SR9, and 12.30 before SR2; and Qlik Sense Enterprise and Qlik Analytics Platform installations that lack these patch levels: February 2018 Patch 4, April 2018 Patch 3, June 2018 Patch 3, September 2018 Patch 4, November 2018 Patch 4, or February 2019 Patch 2. An authenticated user may be able to bypass intended file-read restrictions via crafted Browser requests.

Risk And Classification

Problem Types: CWE-917

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qlik Qlikview Server 11.20 service_release_1 All All

Application Qlik Qlikview Server 11.20 service_release_10 All All

Application Qlik Qlikview Server 11.20 service_release_11 All All

Application Qlik Qlikview Server 11.20 service_release_12 All All

Application Qlik Qlikview Server 11.20 service_release_13 All All

Application Qlik Qlikview Server 11.20 service_release_14 All All

Application Qlik Qlikview Server 11.20 service_release_15 All All

Application Qlik Qlikview Server 11.20 service_release_16 All All

Application Qlik Qlikview Server 11.20 service_release_17 All All

Application Qlik Qlikview Server 11.20 service_release_2 All All

Application Qlik Qlikview Server 11.20 service_release_3 All All

Application Qlik Qlikview Server 11.20 service_release_4 All All

Application Qlik Qlikview Server 11.20 service_release_5 All All

Application Qlik Qlikview Server 11.20 service_release_6 All All

Application Qlik Qlikview Server 11.20 service_release_7 All All

Application Qlik Qlikview Server 11.20 service_release_8 All All

Application Qlik Qlikview Server 11.20 service_release_9 All All
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Application Qlik Qlikview Server 11.20 service_release_9 All All

Application Qlik Qlikview Server 12.00 All All All

Application Qlik Qlikview Server 12.10 service_release_1 All All

Application Qlik Qlikview Server 12.10 service_release_2 All All

Application Qlik Qlikview Server 12.10 service_release_3 All All

Application Qlik Qlikview Server 12.10 service_release_4 All All

Application Qlik Qlikview Server 12.10 service_release_5 All All

Application Qlik Qlikview Server 12.10 service_release_6 All All

Application Qlik Qlikview Server 12.10 service_release_7 All All

Application Qlik Qlikview Server 12.10 service_release_8 All All

Application Qlik Qlikview Server 12.10 service_release_9 All All

Application Qlik Qlikview Server 12.20 service_release_1 All All

Application Qlik Qlikview Server 12.20 service_release_2 All All

Application Qlik Qlikview Server 12.20 service_release_3 All All

Application Qlik Qlikview Server 12.20 service_release_4 All All

Application Qlik Qlikview Server 12.30 service_release_1 All All

Application Qlik Qlikview Server 11.20 service_release_1 All All

Application Qlik Qlikview Server 11.20 service_release_10 All All

Application Qlik Qlikview Server 11.20 service_release_11 All All

Application Qlik Qlikview Server 11.20 service_release_12 All All

Application Qlik Qlikview Server 11.20 service_release_13 All All

Application Qlik Qlikview Server 11.20 service_release_14 All All

Application Qlik Qlikview Server 11.20 service_release_15 All All

Application Qlik Qlikview Server 11.20 service_release_16 All All

Application Qlik Qlikview Server 11.20 service_release_17 All All

Application Qlik Qlikview Server 11.20 service_release_2 All All

Application Qlik Qlikview Server 11.20 service_release_3 All All

Application Qlik Qlikview Server 11.20 service_release_4 All All

Application Qlik Qlikview Server 11.20 service_release_5 All All

Application Qlik Qlikview Server 11.20 service_release_6 All All

Application Qlik Qlikview Server 11.20 service_release_7 All All

Application Qlik Qlikview Server 11.20 service_release_8 All All

Application Qlik Qlikview Server 11.20 service_release_9 All All

Application Qlik Qlikview Server 12.00 All All All

Application Qlik Qlikview Server 12.10 service_release_1 All All

Application Qlik Qlikview Server 12.10 service_release_2 All All
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Application Qlik Qlikview Server 12.10 service_release_3 All All

Application Qlik Qlikview Server 12.10 service_release_4 All All

Application Qlik Qlikview Server 12.10 service_release_5 All All

Application Qlik Qlikview Server 12.10 service_release_6 All All

Application Qlik Qlikview Server 12.10 service_release_7 All All

Application Qlik Qlikview Server 12.10 service_release_8 All All

Application Qlik Qlikview Server 12.10 service_release_9 All All

Application Qlik Qlikview Server 12.20 service_release_1 All All

Application Qlik Qlikview Server 12.20 service_release_2 All All

Application Qlik Qlikview Server 12.20 service_release_3 All All

Application Qlik Qlikview Server 12.20 service_release_4 All All

Application Qlik Qlikview Server 12.30 service_release_1 All All

Application Qlik Qlik Analytics april_2018 All All All

Application Qlik Qlik Analytics february_2018 All All All

Application Qlik Qlik Analytics february_2019 All All All

Application Qlik Qlik Analytics june_2017 All All All

Application Qlik Qlik Analytics june_2018 All All All

Application Qlik Qlik Analytics november_2017 All All All

Application Qlik Qlik Analytics november_2018 All All All

Application Qlik Qlik Analytics september_2017 All All All

Application Qlik Qlik Analytics september_2018 All All All

Application Qlik Qlik Analytics april_2018 All All All

Application Qlik Qlik Analytics february_2018 All All All

Application Qlik Qlik Analytics february_2019 All All All

Application Qlik Qlik Analytics june_2017 All All All

Application Qlik Qlik Analytics june_2018 All All All

Application Qlik Qlik Analytics november_2017 All All All

Application Qlik Qlik Analytics november_2018 All All All

Application Qlik Qlik Analytics september_2017 All All All

Application Qlik Qlik Analytics september_2018 All All All

Application Qlik Qlik Sense april_2018 All All All

Application Qlik Qlik Sense february_2018 All All All

Application Qlik Qlik Sense february_2019 All All All

Application Qlik Qlik Sense june_2017 All All All

Application Qlik Qlik Sense june_2018 All All All

Application Qlik Qlik Sense november_2017 All All All
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Application Qlik Qlik Sense november_2017 All All All

Application Qlik Qlik Sense november_2018 All All All

Application Qlik Qlik Sense september_2017 All All All

Application Qlik Qlik Sense september_2018 All All All

Application Qlik Qlik Sense april_2018 All All All

Application Qlik Qlik Sense february_2018 All All All

Application Qlik Qlik Sense february_2019 All All All

Application Qlik Qlik Sense june_2017 All All All

Application Qlik Qlik Sense june_2018 All All All

Application Qlik Qlik Sense november_2017 All All All

Application Qlik Qlik Sense november_2018 All All All

Application Qlik Qlik Sense september_2017 All All All

Application Qlik Qlik Sense september_2018 All All All

References

Reference Source Link Tags

SB: Improper Access Control Issue in QlikView Server and Qlik Sense Enterprise MISC qliksupport.force.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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