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Summary

CVE CVE-2019-11644

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-17 21:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description In the F-Secure installer in F-Secure SAFE for Windows before 17.6, F-Secure Internet Security before 17.6, F-Secure Anti-Virus before 17.6, F-Secure Client Security Standard and Premium before 14.10, F-Secure PSB Workstation Security before 12.01, and F-Secure Computer Protection Standard and Premium before 19.3, a local user can escalate their privileges through a DLL hijacking attack against the installer. The installer writes the file rm.exe to C:\Windows\Temp and then executes it. The rm.exe process then attempts to load several DLLs from its current directory. Non-admin users are able to write to this folder, so an attacker can create a malicious C:\Windows\Temp\OLEACC.dll file. When an admin runs the installer, rm.exe will execute the attacker's DLL in an elevated security context.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F-secure Client Security All All All All

Application F-secure Client Security All All All All

Application F-secure Client Security All All All All

Application F-secure Client Security All All All All

Application F-secure Computer Protection All All All All

Application F-secure Computer Protection All All All All

Application F-secure Computer Protection All All All All

Application F-secure Computer Protection All All All All

Application F-secure Internet Security All All All All

Application F-secure Internet Security All All All All

Application F-secure Psb Workstation Security All All All All

Application F-secure Psb Workstation Security All All All All

Application F-secure Safe All All All All

Application F-secure Safe All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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