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Summary

CVE CVE-2019-11683

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-02 17:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description udp_gro_receive_segment in net/ipv4/udp_offload.c in the Linux kernel 5.x before 5.0.13 allows remote attackers to cause a denial of service (slab-out-of-bounds memory corruption) or possibly have unspecified other impact via UDP packets with a 0 payload, because of mishandling of padded packets, aka the "GRO packet of death" issue.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

[SECURITY] Fedora 30 Update: kernel-tools-5.0.12-300.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Linux Kernel CVE-2019-11683 Remote Denial of Service Vulnerability BID www.securityfocus.com

support.f5.com/csp/article/K69550896 CONFIRM support.f5.com

oss-security - Re: CVE-2019-11683: "GRO packet of death" issue in the Linux kernel MLIST www.openwall.com

[PATCH net] udp: fix GRO packet of death — Netdev MISC www.spinics.net

May 7th 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

USN-3979-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

kernel/git/netdev/net.git - Netdev Group's networking tree MISC git.kernel.org

oss-security - CVE-2019-11683: "GRO packet of death" issue in the Linux kernel MLIST www.openwall.com

[SECURITY] Fedora 30 Update: kernel-tools-5.0.12-300.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-5.0.13 CONFIRM cdn.kernel.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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