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CVE CVE-2019-11684
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-26 16:15:00 UTC
Updated 2021-07-21 11:39:00 UTC
Description Improper Access Control in the RCP+ server of the Bosch Video Recording Manager (VRM) component allows arbitrary an

/ ]

1|

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Bosch Divar Ip 5000 - All All All
Hardware Bosch Divar Ip 5000 - All All All
Operating System Bosch Divar Ip 5000 Firmware All All All All
Operating System Bosch Divar Ip 5000 Firmware All All All All
Application Bosch Video Management System 3.70.0056 All All All
Application Bosch Video Management System 3.70.0058 All All All
Application Bosch Video Management System 3.70.0060 All All All
Application Bosch Video Management System 3.70.0062 All All All
Application Bosch Video Management System 3.71.0022 All All All
Application Bosch Video Management System 3.71.0029 All All All
Application Bosch Video Management System 3.71.0031 All All All
Application Bosch Video Management System 3.71.0032 All All All
Application Bosch Video Management System 3.81.0032 All All All
Application Bosch Video Management System 3.81.0038 All All All
Application Bosch Video Management System 3.81.0048 All All All
Application Bosch Video Management System 3.70.0056 All All All
Application Bosch Video Management System 3.70.0058 All All All
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Application Bosch Video Management System 3.70.0060 All All All
Application Bosch Video Management System 3.70.0062 All All All
Application Bosch Video Management System 3.71.0022 All All All
Application Bosch Video Management System 3.71.0029 All All All
Application Bosch Video Management System 3.71.0031 All All All
Application Bosch Video Management System 3.71.0032 All All All
Application Bosch Video Management System 3.81.0032 All All All
Application Bosch Video Management System 3.81.0038 All All All
Application Bosch Video Management System 3.81.0048 All All All
Application Bosch Video Recording Manager All All All All
Application Bosch Video Recording Manager All All All All
Reference Source Link Tags
BOSCH-SA-804652-BT | Bosch PSIRT CONFIRM psirt.bosch.com Vendor Advisory
CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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