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Summary

CVE CVE-2019-11716

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-23 14:15:00 UTC

Updated 2019-08-15 18:15:00 UTC

Description Until explicitly accessed by script, window.globalThis is not enumerable and, as a result, is not visible to code such as Object.getOwnPropertyNames(window). Sites that deploy a sandboxing that depends on enumerating and freezing access to the window object may miss this, allowing their sandboxes to be bypassed. This vulnerability affects Firefox < 68.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

References

Reference Source Link

Security vulnerabilities fixed in Firefox 68 — Mozilla MISC www.mozilla.org

Mozilla Firefox: Multiple vulnerabilities (GLSA 201908-12) — Gentoo security GENTOO security.gentoo.org

[security-announce] openSUSE-SU-2019:2251-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:2249-1: important: Security update SUSE lists.opensuse.org

1552632 - (CVE-2019-11716) globalThis does not appear in property names of window until specifically referenced MISC bugzilla.mozilla.org

[security-announce] openSUSE-SU-2019:2260-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:2248-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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710148 Gentoo Linux Mozilla Firefox Multiple vulnerabilities (GLSA 201908-12)
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