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CVE CVE-2019-11742
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-27 18:15:00 UTC
Updated 2019-10-04 18:15:00 UTC
Description A same-origin policy violation occurs allowing the theft of cross-origin images through a combination of SVG filters and a &l

/ |

1|

Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
References |
Reference Source Link Tags
Access Denied MISC bugzilla.mozilla.org Issue Tracking, Permission

Mozilla Firefox: Multiple vulnerabilities (GLSA 201911-07) — Gentoo security GENTOO  security.gentoo.org

Security vulnerabilities fixed in Firefox 69 — Mozilla CONFIRM  www.mozilla.org Vendor Advisory
Security vulnerabilities fixed in Firefox ESR 68.1 — Mozilla CONFIRM  www.mozilla.org Vendor Advisory
[security-announce] openSUSE-SU-2019:2251-1: important: Security update SUSE lists.opensuse.org

USN-4150-1: Thunderbird vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
Security vulnerabilities fixed in - Thunderbird 68.1 — Mozilla CONFIRM  www.mozilla.org Vendor Advisory

Security vulnerabilities fixed in Firefox ESR 60.9 — Mozilla CONFIRM  www.mozilla.org Vendor Advisory
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[security-announce] openSUSE-SU-2019:2249-1: important: Security update
Security vulnerabilities fixed in - Thunderbird 60.9 — Mozilla
[security-announce] openSUSE-SU-2019:2260-1: important: Security update
[security-announce] openSUSE-SU-2019:2248-1: important: Security update
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500921 Alpine Linux Security Update for firefox-esr

710116 Gentoo Linux Mozilla Firefox Multiple vulnerabilities (GLSA 201911-07)
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