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Summary

CVE CVE-2019-11750

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-27 18:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A type confusion vulnerability exists in Spidermonkey, which results in a non-exploitable crash. This vulnerability affects Firefox < 69 and Firefox ESR < 68.1.

Risk And Classification

Problem Types: CWE-843 | CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Firefox Esr All All All All

References

Reference Source Link Tags

Security vulnerabilities fixed in Firefox 69 — Mozilla CONFIRM www.mozilla.org Vendor Advisory

Security vulnerabilities fixed in Firefox ESR 68.1 — Mozilla CONFIRM www.mozilla.org Vendor Advisory

[security-announce] openSUSE-SU-2019:2251-1: important: Security update SUSE lists.opensuse.org

Access Denied MISC bugzilla.mozilla.org Issue Tracking, Permissions Required, Vendor Advisory

[security-announce] openSUSE-SU-2019:2260-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

296067 Oracle Solaris 11.4 Support Repository Update (SRU) 33.94.0 Missing (CPUAPR2021)

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)

http://cve.report/qid/296067
http://cve.report/qid/296071
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-11750
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


