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Summary

CVE CVE-2019-11780

State PUBLIC

Assigner security@odoo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-19 16:16:00 UTC

Updated 2021-11-02 19:14:00 UTC

Description Improper access control in the computed fields system of the framework of Odoo Community 13.0 and Odoo Enterprise 13.0 allows remote authenticated attackers to access sensitive information via crafted RPC requests, which could lead to privilege escalation.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Odoo Odoo 13.0 All All All

Application Odoo Odoo 13.0 All All All

Application Odoo Odoo 13.0 All All All

Application Odoo Odoo 13.0 All All All

References

Reference Source

[SEC] ODOO-SA-2019-10-25-1 (CVE-2019-11780) - Improper access control in the computed fiel... · Issue #42196 · odoo/odoo · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Swapnesh Shah

There are currently no legacy QID mappings associated with this CVE.
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