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CVE CVE-2019-11810
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-07 14:29:00 UTC
Updated 2022-12-02 19:46:00 UTC
Description An issue was discovered in the Linux kernel before 5.0.7. A NULL pointer dereference can occur when megasas_create_fr:

/ |

1|

Risk And Classification

Problem Types: CWE-476 | CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All
Reference Source Link Tac
Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
support.f5.com/csp/article/K50484570 CONFIRM  support.f5.com

Red Hat Customer Portal REDHAT  access.redhat.com
Red Hat Customer Portal REDHAT  access.redhat.com
[security-announce] openSUSE-SU-2019:1924-1: important: Security update SUSE lists.opensuse.org
Linux Kernel CVE-2019-11810 Denial of Service Vulnerability BID www.securityfocus.com



https://cve.report/
https://cve.report/CVE-2019-11810/mitre
https://cve.report/CVE-2019-11810/nist
https://cve.report/CVE-2019-11810/cve_org
https://cve.report/api/cve/CVE-2019-11810.json
https://cve.report/CVE-2019-11810.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://access.redhat.com/errata/RHSA-2019:2837
https://access.redhat.com/errata/RHSA-2019:3217
https://support.f5.com/csp/article/K50484570
https://access.redhat.com/errata/RHSA-2019:2029
https://access.redhat.com/errata/RHSA-2019:1971
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00055.html
http://www.securityfocus.com/bid/108286

Red Hat Customer Portal

cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.0.7

USN-4008-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu
USN-4118-1: Linux kernel (AWS) vulnerabilities | Ubuntu security notices | Ubuntu
[SECURITY] [DLA 1823-1] linux security update

Red Hat Customer Portal

scsi: megaraid_sas: return error when create DMA pool failed - torvalds/linux@bcf3b67 - GitHub

USN-4115-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu
kernel/git/torvalds/linux.git - Linux kernel source tree

USN-4005-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

Red Hat Customer Portal

May 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security
USN-4008-3: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices
[security-announce] openSUSE-SU-2019:1923-1: important: Security update

Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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