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An issue was discovered in rds_tcp_kill_sock in net/rds/tcp.c in the Linux kernel before 5.0.8. There is a race condition lead
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Risk And Classification

Problem Types: CWE-362 | CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Hardware
Operating System

Hardware

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Linux Linux Kernel All All All All
Linux Linux Kernel 5.1 rci All All
Linux Linux Kernel 5.1 rc2 All All
Linux Linux Kernel 5.1 rc3 All All
Linux Linux Kernel 5.1 rc4 All All
Linux Linux Kernel All All All All
Netapp Active Ig Unified Manager All All All All
Netapp Cn1610 - All All All
Netapp Cn1610 Firmware - All All All
Netapp Hci Compute Node - All All All
Netapp Hci Management Node - All All All
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Hardware Netapp Hci Storage Node - All All All
Application Netapp Snapprotect - All All All
Application Netapp Solidfire - All All All
Application Netapp Storage Replication Adapter 7.2 All All All
Application Netapp Vasa Provider For Clustered Data Ontap All All All All
Application Netapp Virtual Storage Console All All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 42.3 All All All
Reference Source Link
[security-announce] openSUSE-SU-2019:1407-1: important: Security update SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2019:1404-1: important: Security update SUSE lists.opensuse.org
Bugtraq: [SECURITY] [DSA 4465-1] linux security update BUGTRAQ seclists.org
cdn.kernel.org/pub/linux/kernel/v5.x/ChangelLog-5.0.8 MISC cdn.kernel.org
[security-announce] openSUSE-SU-2019:1479-1: important: Security update SUSE lists.opensuse.org
support.f5.com/csp/article/K32019083 CONFIRM  support.f5.com
Debian -- Security Information -- DSA-4465-1 linux DEBIAN www.debian.org
USN-4008-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
USN-4118-1: Linux kernel (AWS) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
Kernel Live Patch Security Notice LSN-0053-1 = Packet Storm MISC packetstormsecurity.
Linux Kernel CVE-2019-11815 Race Condition Vulnerability BID www.securityfocus.ct
USN-4005-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
May 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
net: rds: force to destroy connection if t_sock is NULL in rds_tcp_ki... - torvalds/linux@cb66ddd - GitHub ~ MISC github.com
USN-4008-3: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com
USN-4068-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
[SECURITY] [DLA 1824-1] linux-4.9 security update MLIST lists.debian.org
USN-4068-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

670269 EulerOS Security Update for kernel (EulerOS-SA-2021-1808)
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