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Summary

CVE CVE-2019-11831

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-09 04:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description The PharStreamWrapper (aka phar-stream-wrapper) package 2.x before 2.1.1 and 3.x before 3.1.1 for TYPO3 does not prevent directory traversal, which allows attackers to bypass a deserialization protection mechanism, as demonstrated by a phar:///path/bad.phar/../good.phar URL.

Risk And Classification

Problem Types: CWE-22 | CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Drupal Drupal All All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Joomla Joomla! All All All All

Application Typo3 Pharstreamwrapper All All All All

Application Typo3 Pharstreamwrapper All All All All

References
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[SECURITY] Fedora 29 Update: drupal7-7.67-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

By-passing protection of Phar Stream Wrapper Interceptor MISC typo3.org

TYPO3 PharStreamWrapper Package CVE-2019-11831 Directory Traversal Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 28 Update: drupal7-7.67-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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[SECURITY] Fedora 28 Update: drupal7-7.67-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] [DLA 1797-1] drupal7 security update MLIST lists.debian.org

[SECURITY] Fedora 28 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: drupal7-7.67-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Bugtraq: [SECURITY] [DSA 4445-1] drupal7 security update BUGTRAQ seclists.org

[SECURITY] Fedora 29 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Drupal core - Moderately critical - Third-party libraries - SA-CORE-2019-007 | Drupal.org CONFIRM www.drupal.org

Release Phar Alias Handling & Performance · TYPO3/phar-stream-wrapper · GitHub MISC github.com

[SECURITY] Fedora 30 Update: drupal7-7.67-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 30 Update: drupal7-7.67-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Release Phar Alias Handling & Performance · TYPO3/phar-stream-wrapper · GitHub MISC github.com

[SECURITY] Fedora 28 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-4445-1 drupal7 DEBIAN www.debian.org

[SECURITY] Fedora 30 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Synology Inc. CONFIRM www.synology.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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