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Description The PharStreamWrapper (aka phar-stream-wrapper) package 2.x before 2.1.1 and 3.x before 3.1.1 for TYPO3 does not pre

1|

/ |

Risk And Classification

Problem Types: CWE-22 | CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Drupal Drupal All All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Joomla Joomla! All All All All

Application Typo3 Pharstreamwrapper All All All All

Application Typo3 Pharstreamwrapper All All All All

References

Reference Source Lin}
[SECURITY] Fedora 29 Update: drupal7-7.67-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists
By-passing protection of Phar Stream Wrapper Interceptor MISC typo
TYPO3 PharStreamWrapper Package CVE-2019-11831 Directory Traversal Vulnerability BID wWwv
[SECURITY] Fedora 28 Update: drupal7-7.67-1.fc28 - package-announce - Fedora Mailing-Lists lists
[SECURITY] Fedora 29 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc29 - package-announce - Fedora Mailing-Lists lists
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https://typo3.org/security/advisory/typo3-psa-2019-007/
http://www.securityfocus.com/bid/108302
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/Z246UWBXBEKTQUDTLRJTC7XYBIO4IBE4/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/65ODQHDHWR74L6TCAPAQR5FQHG6MCXAW/

[SECURITY] Fedora 28 Update: drupal7-7.67-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists
[SECURITY] [DLA 1797-1] drupal7 security update MLIST lists
[SECURITY] Fedora 28 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc28 - package-announce - Fedora Mailing-Lists lists
[SECURITY] Fedora 29 Update: drupal7-7.67-1.fc29 - package-announce - Fedora Mailing-Lists lists
Bugtrag: [SECURITY] [DSA 4445-1] drupal7 security update BUGTRAQ secl
[SECURITY] Fedora 29 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists
[SECURITY] Fedora 30 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc30 - package-announce - Fedora Mailing-Lists lists
Drupal core - Moderately critical - Third-party libraries - SA-CORE-2019-007 | Drupal.org CONFIRM  wwv
Release Phar Alias Handling & Performance - TYPO3/phar-stream-wrapper - GitHub MISC githi
[SECURITY] Fedora 30 Update: drupal7-7.67-1.fc30 - package-announce - Fedora Mailing-Lists lists
[SECURITY] Fedora 30 Update: drupal7-7.67-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists
Release Phar Alias Handling & Performance - TYPOS3/phar-stream-wrapper - GitHub MISC githt
[SECURITY] Fedora 28 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists
Debian -- Security Information -- DSA-4445-1 drupal7 DEBIAN WWV
[SECURITY] Fedora 30 Update: php-typo3-phar-stream-wrapper-3.1.1-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists
Synology Inc. CONFIRM  wwv
CVE Program record CVE.ORG  wwv
NVD vulnerability detail NVD nvd.
« | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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