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Summary

CVE CVE-2019-11841

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-22 17:29:00 UTC

Updated 2023-06-17 00:15:00 UTC

Description A message-forgery issue was discovered in crypto/openpgp/clearsign/clearsign.go in supplementary Go cryptography libraries 2019-03-25. According to the OpenPGP Message Format specification in RFC 4880 chapter 7, a cleartext signed message can contain one or more optional "Hash" Armor Headers. The "Hash" Armor Header specifies the message digest algorithm(s) used for the signature. However, the Go clearsign package ignores the value of this header, which allows an attacker to spoof it. Consequently, an attacker can lead a victim to believe the signature was generated using a different message digest algorithm than what was actually used. Moreover, since the library skips Armor Header parsing in general, an attacker can not only embed arbitrary Armor Headers, but also prepend arbitrary text to cleartext messages without invalidating the signatures.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Golang Crypto 2019-03-25 All All All

Application Golang Crypto 2019-03-25 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 1920-1] golang-go.crypto security update MLIST lists.debian.org

[SECURITY] [DLA 2402-1] golang-go.crypto security update MLIST lists.debian.org

crypto - Git at Google MISC go.googlesource.com Product, Third Party Advisory

Cleartext message spoofing in Go Cryptography Libraries (CVE-2019-11841) – SEC Consult MISC sec-consult.com Exploit, Third Party Advisory

[SECURITY] [DLA 3455-1] golang-go.crypto security update MLIST lists.debian.org

HP MISC sec-consult.com Third Party Advisory

Go Cryptography Libraries Cleartext Message Spoofing ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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