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CVE CVE-2019-11868
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-29 17:15:00 UTC
Updated 2021-08-27 15:58:00 UTC
Description See.sys, up to version 4.25, in SoftEther VPN Server versions 4.29 or older, allows a user to call an IOCTL specifying any

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Softether See.sys All All All All
Application Softether See.sys All All All All
Reference

DownWithUp's Github Website

2019/07/09: SE201901: SoftEther VPN Server NDIS 5.x Windows Local Bridge Driver Local Privilege Escalation Vulnerability - SoftEther VPN
SoftEtherVPN/src/See at master - SoftEtherVPN/SoftEtherVPN - GitHub

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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