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avssamvnncurnursuewnan  Gertain versions of Android-gif-drawable from Android-gif-drawable

’§ Project contain the following vulnerability:
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A double free vulnerability in the DDGifSlurp function in decoding.c in
the android-gif-drawable library before version 1.2.18, as used in
WhatsApp for Android before version 2.19.244 and many other Android
applications, allows remote attackers to execute arbitrary code or
cause a denial of service when the library is used to parse a specially
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crafted GIF image.

CVE-2019-11932 has been assigned by ) cve-assign@fb.com to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: ) koral-- - android-gif-drawable version < 1.2.18

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [SBEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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https://cve.report/CVE-2019-11932/mitre
https://cve.report/CVE-2019-11932/nist
https://cve.report/CVE-2019-11932/cve_org
https://cve.report/CVE-2019-11932.pdf
http://cve.report/software/android-gif-drawable_project/android-gif-drawable
http://cve.report/vendor/android-gif-drawable_project
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
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How a double-free bug in WhatsApp (%) MISC awakened1712.github.io/hacking/hacking-whatsapp-gif-rce/

turns to RCE - Home

WhatsApp android-gif-drawable [M8 MISC packetstormsecurity.com/files/158306/WhatsApp-android-gif-
Double-Free ~ Packet Storm drawable-Double-Free.html

Whatsapp 2.19.216 Remote Code [ MISC packetstormsecurity.com/files/154867/Whatsapp-2.19.216-
Execution ~ Packet Storm Remote-Code-Execution.html

Double free problem by 0s97673 - ) CONFIRM github.com/koral--/android-gif-drawable/pull/673

Pull Request #673 - koral--/android-

gif-drawable - GitHub text/html

Double free problem by 0s97673 - Third Party Advisory () CONFIRM github.com/koral--/android-gif-

Pull Request #673 - koral--/android-
gif-drawable - GitHub text/html

drawable/pull/673/commits/4944c92761e0a14f04868cbcf4f4e86fd4b7a4ad

Do not realloc array if new raster ) MISC github.com/koral--/android-gif-
size is 0. - koral--/android-gif- text/html drawable/commit/cc5b4f8e43463995a84efd594f89a21f906c2d20
drawable@cc5b4f8 - GitHub

List of Android apps that include ) MISC
libpl_droidsonroids_gif.so - gist.github.com/wdormann/874198c1bd29¢7dd2157d9fc1d858263

potentially vulnerable to CVE-2019-
11932. Sorted by install count. -

Full Disclosure: CVE-2019-11932 FULLDISC 20191126 CVE-2019-11932 (double free in

GitHub

(double free in libpl_droidsonroids_gif) many apps vulnerable

libpl_droidsonroids_gif) many apps

vulnerable

Facebook @) CONFIRM www.facebook.com/security/advisories/cve-2019-11932
www.facebook.com

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

The exploit works well until WhatsApp version 2.19.230. The vulnerability is official patched in
WhatsApp version 2.1...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Android-gif-drawable Project Android-gif-drawable All All All All
Application Android-gif-drawable Project Android-gif-drawable All All All All
Application Whatsapp Whatsapp All All All All

Application Whatsapp Whatsapp All All All All
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cpe:2.3:a:android-gif-drawable_project:android-gif-drawable:*:*:*:*:*:**:*:

cpe:2.3:a:whatsapp:whatsapp:*:*:*:*:*:android:*:*:

cpe:2.3:a:whatsapp:whatsapp:*:*:*:*:*:android:*:*:

No vendor comments have been submitted for this CVE
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