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Summary

CVE CVE-2019-12087

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-14 03:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description ** DISPUTED ** Samsung S9+, S10, and XCover 4 P(9.0) devices can become temporarily inoperable because of an unprotected intent in the ContainerAgent application. For example, the victim becomes stuck in a launcher with their Secure Folder locked. NOTE: the researcher mentions "the Samsung Security Team considered this issue as no/little security impact."

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung S10 - All All All

Hardware Samsung S10 - All All All

Operating System Samsung S10 Firmware - All All All

Operating System Samsung S10 Firmware - All All All

Hardware Samsung S9 - All All All

Operating System Samsung S9 Firmware - All All All

Hardware Samsung S9 - All All All

Hardware Samsung S9 - All All All

Operating System Samsung S9 Firmware - All All All

Operating System Samsung S9 Firmware - All All All

Hardware Samsung Xcover 4 - All All All

Hardware Samsung Xcover 4 - All All All

Operating System Samsung Xcover 4 Firmware - All All All

Operating System Samsung Xcover 4 Firmware - All All All
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GitHub - fs0c131y/SamsungLocker: Samsung ContainerAgent Vulnerability - Local DoS for Samsung smartphone MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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