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CVE CVE-2019-12095
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-10-24 18:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description Horde Trean, as used in Horde Groupware Webmail Edition through 5.2.22 and other products, allows CSRF, as demonstr:

1|

Problem Types: CWE-352 | CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Horde Groupware All All

Edition Language

All

All

References

Reference

[SECURITY] [DLA 2033-1] php-horde security update

Tickets :: [#14926] Horde Webmail - XSS + CSRF to SQLi, RCE, Stealing Emails <= v5.2.22
Horde Webmail 5.2.22 XSS / CSRF / SQL Injection / Code Execution =~ Packet Storm
numanozdemir.com/respdisc/horde/horde.txt

Horde Webmail - XSS + CSRF to SQLi, RCE, Stealing Emails <= v5.2.22 - CXSecurity.com
Horde Webmail 5.2.22 - Multiple Vulnerabilities

IBM X-Force Exchange

numanozdemir.com/respdisc/horde/horde.mp4

CVE Program record

NVD vulnerability detail

1]

Source

MLIST

MISC

MISC

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link

lists.debian.org

bugs.horde.org
packetstormsecurity.com
numanozdemir.com
cxsecurity.com
www.exploit-db.com
exchange.xforce.ibmcloud.com
numanozdemir.com

WwWw.cve.org

nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-12095/mitre
https://cve.report/CVE-2019-12095/nist
https://cve.report/CVE-2019-12095/cve_org
https://cve.report/CVE-2019-12095.pdf
http://cve.report/vendor/horde
http://cve.report/software/horde/groupware
https://lists.debian.org/debian-lts-announce/2019/12/msg00015.html
https://bugs.horde.org/ticket/14926
https://packetstormsecurity.com/files/152975/Horde-Webmail-5.2.22-XSS-CSRF-SQL-Injection-Code-Execution.html
https://numanozdemir.com/respdisc/horde/horde.txt
https://cxsecurity.com/issue/WLB-2019050199
https://www.exploit-db.com/exploits/46903
https://exchange.xforce.ibmcloud.com/vulnerabilities/161333
https://numanozdemir.com/respdisc/horde/horde.mp4
https://www.cve.org/CVERecord?id=CVE-2019-12095
https://nvd.nist.gov/vuln/detail/CVE-2019-12095

There are currently no legacy QID mappings associated with this CVE.
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