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Summary

CVE CVE-2019-12105

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-10 17:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description ** DISPUTED ** In Supervisor through 4.0.2, an unauthenticated user can read log files or restart a service. Note: The maintainer responded that the affected component, inet_http_server, is not enabled by default but if the user enables it and does not set a password, Supervisor logs a warning message. The maintainer indicated the ability to run an open server will not be removed but an additional warning was added to the documentation.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Supervisord Supervisor All All All All

References

Reference Source Link

Add an explicit security warning about inet_http_server. · Supervisor/supervisor@4e334d9 · GitHub MISC github.com

Configuration File — Supervisor 4.2.2 documentation MISC supervisord.org

[CVE-2019-12105] Unauthenticated user can read log files or restart a service · Issue #1245 · Supervisor/supervisor · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500680 Alpine Linux Security Update for supervisor

504449 Alpine Linux Security Update for supervisor
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