
CVE-2019-12110
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-12110

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-15 23:29:00 UTC

Updated 2020-09-28 20:15:00 UTC

Description An AddPortMapping Denial Of Service vulnerability in MiniUPnP MiniUPnPd through 2.1 exists due to a NULL pointer dereference in upnpredirect.c.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Miniupnp.free Miniupnpd All All All All

References

Reference Source Link Tags

USN-4542-1: MiniUPnPd vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

upnp_redirect(): accept NULL desc argument · miniupnp/miniupnp@f321c20 · GitHub MISC github.com Patch, Third Party Advisory

Security Issues Discovered in MiniUPnP | VDOO MISC www.vdoo.com Exploit, Patch, Third Party Advisory

[SECURITY] [DLA 1811-1] miniupnpd security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501881 Alpine Linux Security Update for miniupnpd
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