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Summary

CVE CVE-2019-12133

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-18 22:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Multiple Zoho ManageEngine products suffer from local privilege escalation due to improper permissions for the %SYSTEMDRIVE%\ManageEngine directory and its sub-folders. Moreover, the services associated with said products try to execute binaries such as sc.exe from the current directory upon system start. This will effectively allow non-privileged users to escalate privileges to NT AUTHORITY\SYSTEM. This affects Desktop Central 10.0.380, EventLog Analyzer 12.0.2, ServiceDesk Plus 10.0.0, SupportCenter Plus 8.1, O365 Manager Plus 4.0, Mobile Device Manager Plus 9.0.0, Patch Connect Plus 9.0.0, Vulnerability Manager Plus 9.0.0, Patch Manager Plus 9.0.0, OpManager 12.3, NetFlow Analyzer 11.0, OpUtils 11.0, Network Configuration Manager 11.0, FireWall 12.0, Key Manager Plus 5.6, Password Manager Pro 9.9, Analytics Plus 1.0, and Browser Security Plus.

Risk And Classification

Problem Types: CWE-427 | CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Analytics Plus 1.0 All All All

Application Zohocorp Manageengine Analytics Plus 1.0 All All All

Application Zohocorp Manageengine Browser Security Plus - All All All

Application Zohocorp Manageengine Browser Security Plus - All All All

Application Zohocorp Manageengine Desktop Central 10.0.380 All All All

Application Zohocorp Manageengine Desktop Central 10.0.380 All All All

Application Zohocorp Manageengine Eventlog Analyzer 12.0.2 All All All

Application Zohocorp Manageengine Eventlog Analyzer 12.0.2 All All All

Application Zohocorp Manageengine Firewall 12.0 All All All

Application Zohocorp Manageengine Firewall 12.0 All All All

Application Zohocorp Manageengine Key Manager Plus 5.6 All All All

Application Zohocorp Manageengine Key Manager Plus 5.6 All All All

Application Zohocorp Manageengine Mobile Device Manager Plus 9.0.0 All All All

Application Zohocorp Manageengine Mobile Device Manager Plus 9.0.0 All All All

Application Zohocorp Manageengine Netflow Analyzer 11.0 All All All

Application Zohocorp Manageengine Netflow Analyzer 11.0 All All All

Application Zohocorp Manageengine Network Configuration Manager 11.0 All All All
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Application Zohocorp Manageengine Network Configuration Manager 11.0 All All All

Application Zohocorp Manageengine Network Configuration Manager 11.0 All All All

Application Zohocorp Manageengine O365 Manager Plus 4.0 All All All

Application Zohocorp Manageengine O365 Manager Plus 4.0 All All All

Application Zohocorp Manageengine Opmanager 12.3 All All All

Application Zohocorp Manageengine Opmanager 12.3 All All All

Application Zohocorp Manageengine Oputils 11.0 All All All

Application Zohocorp Manageengine Oputils 11.0 All All All

Application Zohocorp Manageengine Password Manager Pro 9.9 All All All

Application Zohocorp Manageengine Password Manager Pro 9.9 All All All

Application Zohocorp Manageengine Patch Connect Plus 9.0.0 All All All

Application Zohocorp Manageengine Patch Connect Plus 9.0.0 All All All

Application Zohocorp Manageengine Patch Manager Plus 9.0.0 All All All

Application Zohocorp Manageengine Patch Manager Plus 9.0.0 All All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 All All All

Application Zohocorp Manageengine Servicedesk Plus 10.0.0 All All All

Application Zohocorp Manageengine Supportcenter Plus 8.1 All All All

Application Zohocorp Manageengine Supportcenter Plus 8.1 All All All

Application Zohocorp Manageengine Vulnerability Manager Plus 9.0.0 All All All

Application Zohocorp Manageengine Vulnerability Manager Plus 9.0.0 All All All

References

Reference Source Link Tags

Advisories/ACTIVE-2019-007.md at master · active-labs/Advisories · GitHub MISC github.com

Security Updates on Vulnerabilities - Elevation of Previlege CONFIRM www.manageengine.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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