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Summary

CVE CVE-2019-12210

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-04 21:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description In Yubico pam-u2f 1.0.7, when configured with debug and a custom debug log file is set using debug_file, that file descriptor is not closed when a new process is spawned. This leads to the file descriptor being inherited into the child process; the child process can then read from and write to it. This can leak sensitive information and also, if written to, be used to fill the disk or plant misinformation.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yubico Pam-u2f 1.0.7 All All All

Application Yubico Pam-u2f 1.0.7 All All All

References

Reference

[security-announce] openSUSE-SU-2019:1708-1: moderate: Security update f

Do not leak file descriptor when doing exec · Yubico/pam-u2f@18b1914 · GitHub

[security-announce] openSUSE-SU-2019:1725-1: moderate: Security update f

oss-security - pam-u2f: CVE-2019-12210: debug_file file descriptor leak, CVE-2019-12209: symlink attack on u2f_keys leading to possible information 

Release Notes

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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