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CVE CVE-2019-12269
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-05-21 20:29:00 UTC
Updated 2023-11-07 03:03:00 UTC
Description Enigmail before 2.0.11 allows PGP signature spoofing: for an inline PGP message, an attacker can cause the product to dic

1|

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Enigmail Enigmail All All All
Application Enigmail Enigmail All All All

Language

All

All

References

Reference

[SECURITY] Fedora 31 Update: thunderbird-enigmail-2.1.3-4.fc31 - package-announce - Fedora Mailing-Lists
Enigmail - Changelog

[SECURITY] Fedora 29 Update: thunderbird-enigmail-2.1.3-4.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: thunderbird-enigmail-2.1.3-4.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: thunderbird-enigmail-2.1.3-4.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: thunderbird-enigmail-2.1.3-4.fc31 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:1612-1: important: Security update

Enigmail / Bugs / #983 Signature Spoofing in Enigmail, once again

[SECURITY] Fedora 29 Update: thunderbird-enigmail-2.1.3-4.fc29 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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Source

FEDORA

MISC

FEDORA

SUSE

MISC

FEDORA

CVE.ORG

NVD

Link
lists.fedoraproje
www.enigmail.n
lists.fedoraproje
lists.fedoraproje
lists.fedoraproje
lists.fedoraproje
lists.opensuse.c
sourceforge.net
lists.fedoraproje
www.cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2019-12269/mitre
https://cve.report/CVE-2019-12269/nist
https://cve.report/CVE-2019-12269/cve_org
https://cve.report/api/cve/CVE-2019-12269.json
https://cve.report/CVE-2019-12269.pdf
http://cve.report/vendor/enigmail
http://cve.report/software/enigmail/enigmail
http://cve.report/vendor/enigmail
http://cve.report/software/enigmail/enigmail
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GHC5WDQ47FQSL5CTGQUYIHVC3RNZ7UH5/
https://www.enigmail.net/index.php/en/download/changelog
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AVNTEF3WSOOQYKMIPEH7F77UPXES5BU5/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CYWBJHSBBLAHKMRWDWH2XXQDYAGDHB5I/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/CYWBJHSBBLAHKMRWDWH2XXQDYAGDHB5I/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GHC5WDQ47FQSL5CTGQUYIHVC3RNZ7UH5/
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00061.html
https://sourceforge.net/p/enigmail/bugs/983/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/AVNTEF3WSOOQYKMIPEH7F77UPXES5BU5/
https://www.cve.org/CVERecord?id=CVE-2019-12269
https://nvd.nist.gov/vuln/detail/CVE-2019-12269

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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