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CVE CVE-2019-12280

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-25 21:15:00 UTC

Updated 2019-06-26 17:27:00 UTC

Description PC-Doctor Toolbox before 7.3 has an Uncontrolled Search Path Element.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dell Supportassist For Business Pcs 2.0.1 All All All
Application Dell Supportassist For Business Pcs 2.0.1 All All All
Application Dell Supportassist For Home Pcs 3.2.2 All All All
Application Dell Supportassist For Home Pcs 322 All All All
Application Pc-doctor Toolbox All All All All
Application Pc-doctor Toolbox All All All All
Reference

PC-Doctor for Windows CVE-2019-12280 DLL Loading Arbitrary Code Execution Vulnerability

PC-Doctor Responds to Software Vulnerability Report

Full Disclosure: PC-Doctor Toolbox before 7.3 has an Uncontrolled Search Path Element

Dell Releases Security Advisory for Dell SupportAssist | CISA

Full Disclosure: PC-Doctor Toolbox before 7.3 has an Uncontrolled Search Path Element

DSA-2019-084: Dell SupportAssist for Business PCs and Dell SupportAssist for Home PCs Security Update for PC Doctor Vulnerability | Dell |
SafeBreach Identifies Serious Vulnerability In PC-Doctor Software

PC-Doctor Toolbox DLL Hijacking ~ Packet Storm
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

901202 Common Base Linux Mariner (CBL-Mariner) Security Update for toolbox (7393)
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