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Risk And Classification

Description GNU libidn2 before 2.2.0 fails to perform the roundtrip checks specified in RFC3490 Section 4.2 when converting A-labels t

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Gnu Libidn2 All All All
Application Gnu Libidn2 All All All

Language
All

All

References

Reference

Update NEWS for CVE-2019-12290 (614117ef) - Commits - libidn / libidn2 - GitLab

[SECURITY] Fedora 29 Update: mingw-libidn2-2.3.0-1.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: libidn2-2.3.0-1.fc31 - package-announce - Fedora Mailing-Lists

GNU IDN Library 2: Multiple vulnerabilities (GLSA 202003-63) — Gentoo security

[SECURITY] Fedora 31 Update: mingw-libidn2-2.3.0-1.fc31 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:2613-1: moderate: Security update f

Perform A-Label roundtrip for lookup functions by default (241e8f48) - Commits - libidn / libidn2 - GitLab
[security-announce] openSUSE-SU-2019:2611-1: moderate: Security update f

[SECURITY] Fedora 30 Update: mingw-libidn2-2.3.0-1.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: mingw-libidn2-2.3.0-1.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: libidn2-2.3.0-1.fc30 - package-announce - Fedora Mailing-Lists

USN-4168-1: Libidn2 vulnerabilities | Ubuntu security notices

Source

CONFIRM

FEDORA

GENTOO

SUSE

MISC

SUSE

FEDORA

FEDORA

UBUNTU

Link

gitlab.com
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security.gentoo.org
lists.fedoraproject.or¢
lists.opensuse.org
gitlab.com
lists.opensuse.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org

usn.ubuntu.com
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http://cve.report/software/gnu/libidn2
http://cve.report/vendor/gnu
http://cve.report/software/gnu/libidn2
https://gitlab.com/libidn/libidn2/commit/614117ef6e4c60e1950d742e3edf0a0ef8d389de
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/KXDKYWFV6N2HHVSE67FFDM7G3FEL2ZNE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/U6ZXL2RDNQRAHCMKWPOMJFKYJ344X4HL/
https://security.gentoo.org/glsa/202003-63
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RSI4TI2JTQWQ3YEUX5X36GTVGKO4QKZ5/
http://lists.opensuse.org/opensuse-security-announce/2019-12/msg00008.html
https://gitlab.com/libidn/libidn2/commit/241e8f486134793cb0f4a5b0e5817a97883401f5
http://lists.opensuse.org/opensuse-security-announce/2019-12/msg00009.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3UFT76Y7OSGPZV3EBEHD6ISVUM3DLARM/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3UFT76Y7OSGPZV3EBEHD6ISVUM3DLARM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ONG3GJRRJO35COPGVJXXSZLU4J5Y42AT/
https://usn.ubuntu.com/4168-1/

[SECURITY] Fedora 31 Update: mingw-libidn2-2.3.0-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or¢

[SECURITY] Fedora 30 Update: libidn2-2.3.0-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 31 Update: libidn2-2.3.0-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.or¢
Perform A-Label roundtrip for lookup functions by default (I71) - Merge Requests - libidn / libidn2 - GitLab  MISC gitlab.com

[SECURITY] Fedora 29 Update: mingw-libidn2-2.3.0-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.or¢
CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296078 Oracle Solaris 11.4 Support Repository Update (SRU) 16.4.0 Missing (CPUOCT2019)
500300 Alpine Linux Security Update for libidn2
504067 Alpine Linux Security Update for libidn2

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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