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Summary

CVE CVE-2019-12347

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-29 19:29:00 UTC

Updated 2019-05-30 15:09:00 UTC

Description In pfSense 2.4.4-p3, a stored XSS vulnerability occurs when attackers inject a payload into the Name or Description field via an acme_accountkeys_edit.php action. The vulnerability occurs due to input validation errors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netgate Pfsense 2.4.4 p3 All All

Application Netgate Pfsense 2.4.4 p3 All All

References

Reference Source

Download pfSense Community Edition MISC

CVE-2019-12347: Stored Cross-site Scripting on pfSense 2.4.4-RELEASE-p3 – Chi Tran MISC

ACME 0.5.8 · pfsense/FreeBSD-ports@5049095 · GitHub CONFIRM

Bug #9554: Stored XSS in ACME Package (version 0.5.7_1) /acme/acme_accountkeys_edit.php - pfSense Packages - pfSense bugtracker MISC

pfSense 2.4.4-p3 Cross Site Scripting ≈ Packet Storm MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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