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CVE CVE-2019-12383
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-28 03:29:00 UTC
Updated 2023-03-24 18:27:00 UTC
Description Tor Browser before 8.0.1 has an information exposure vulnerability. It allows remote attackers to detect the browser's Ul loc

/ |

1|

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Torproject Tor Browser All All All All
Application Torproject Tor Browser All All All All

References

Reference Source Link Tags

#24056 (Ul locale is detectable by button width) — Tor Bug Tracker & Wiki  MISC trac.torproject.org Vendor Advisory
tor-browser - The Tor Browser MISC gitweb.torproject.org Mailing List, Patch, Third |
Malformed Request BID www.securityfocus.com

HackerOne MISC hackerone.com Issue Tracking, Third Part
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

/ ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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