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Summary

CVE CVE-2019-12384

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-24 16:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description FasterXML jackson-databind 2.x before 2.9.9.1 might allow attackers to have a variety of impacts by leveraging failure to block the logback-core class from polymorphic deserialization. Depending on the classpath content, remote code execution may be possible.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.4 All All All

Operating System Redhat Enterprise Linux 7.5 All All All

Operating System Redhat Enterprise Linux 7.6 All All All

Operating System Redhat Enterprise Linux 7.7 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.4 All All All

Operating System Redhat Enterprise Linux 7.5 All All All

Operating System Redhat Enterprise Linux 7.6 All All All

Operating System Redhat Enterprise Linux 7.7 All All All
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No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

377133 Alibaba Cloud Linux Security Update for pki-deps:10.6 (ALINUX3-SA-2022:0104)

940572 AlmaLinux Security Update for pki-deps:10.6 (ALSA-2019:2720)

960810 Rocky Linux Security Update for pki-deps:10.6 (RLSA-2019:2720)

982715 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-mph4-vhrx-mv67)
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