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CVE CVE-2019-12406
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-06 21:15:00 UTC
Updated 2023-11-07 03:03:00 UTC
Description Apache CXF before 3.3.4 and 3.2.11 does not restrict the number of message attachments present in a given message. Th
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Cxf All All All All

Application Apache Cxf All All All All

Application Oracle Commerce Guided Search 11.3.2 All All All

Application Oracle Flexcube Private Banking 12.0.0 All All All

Application Oracle Flexcube Private Banking 12.1.0 All All All

Application Oracle Retail Order Broker 15.0 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

982214 Java (maven) Security Update for org.apache.cxf:apache-cxf (GHSA-58p8-9g59-g2hr)
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