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cssanmvnncLrriumsuctian  Gertain versions of Solr from Apache contain the foIIowing vulnerability:

The 8.1.1 and 8.2.0 releases of Apache Solr contain an insecure
setting for the ENABLE_REMOTE_JMX_OPTS configuration option in
the default solr.in.sh configuration file shipping with Solr. If you use the
default solr.in.sh file from the affected releases, then JMX monitoring
will be enabled and exposed on RMI_PORT (default=18983), without
any authentication. If this port is opened for inbound traffic in your
firewall, then anyone with network access to your Solr nodes will be able to access JMX,
which may in turn allow them to upload malicious code for execution on the Solr server.

CVE-2019-12409 has been assigned by / security@apache.org to track the vulnerability - currently rated as severity.

Affected Vendor/Software: / Apache - Solr version 8.1.1 and 8.2.0 for Linux

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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https://cve.report/CVE-2019-12409.pdf
http://cve.report/software/apache/solr
http://cve.report/vendor/apache
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

Description

Pony Mail!

No Description Provided

Pony Mail!

Pony Mail!

Disclosures/CVE-2019-12409-RCE
Vulnerability Due to Bad Defalut Config-
Apache Solr at master -
DrunkenShells/Disclosures - GitHub

Pony Mail!

Pony Mail!

myF5

Tags

lists.apache.org
text/html

Third Party Advisory

support.f5.com
text/html

lists.apache.org
text/html

lists.apache.org
text/html

Third Party Advisory

text/html

lists.apache.org
text/html

Mailing List
Vendor Advisory
lists.apache.org
text/html

support.f5.com
text/html

Link

/ MLIST [lucene-general] 20191118 CVE-2019-12409: Apache
Solr RCE vulnerability due to bad config default

{® CONFIRM support.f5.com/csp/article/K23720587?
utm_source=f5support&utm_medium=RSS

/ MLIST [lucene-solr-user] 20191118 CVE-2019-12409: Apache
Solr RCE vulnerability due to bad config default

/ MLIST [lucene-issues] 20191118 [jira] [Commented] (SOLR-
13647) CVE-2019-12409: Apache Solr RCE vulnerability due to bad
config default

MISC github.com/DrunkenShells/Disclosures/tree/master/CVE-
2019-12409-
RCE%20Vulnerability%20Due%20t0%20Bad%20Defalut%20Config-
Apache%20Solr

/ MLIST [lucene-issues] 20191118 [jira] [Updated] (SOLR-13647)
CVE-2019-12409: Apache Solr RCE vulnerability due to bad config
default

/ MLIST [announce] 20191118 [CVE-2019-12409] Apache Solr
RCE vulnerability due to bad config default

(® support.f5.com/csp/article/K237205877
utm_source=f5support&%3Butm_medium=RSS

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

Related QID Numbers

981601 Java (maven) Security Update for org.apache.solr:solr-core (GHSA-2289-pqfq-6wx7)

Exploit/POC from Github

Apache Solr RCE (ENABLE_REMOTE_JMX_OPTS="true")
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cpe:2.3:a:apache:solr:8.1.1:*:

cpe:2.3:a:apache:solr:8.2.0: ™

cpe:2.3:a:apache:solr:8.1.1

cpe:2.3:a:apache:solr:8.2.0:*: :* " ™

cpe:2.3:0:linux:linux_kernel:-*:*:

cpe:2.3:0:linux:linux_kernel:-*:*

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)
It's new to me that Hillstone has a protection/signature/rule for the vulnerability CVE-2019-124009.... 2021-08-09
@ipssignatures  twitter.com/i/web/status/1... 05:02:00
| know one more IPS that has a protection/signature/rule for the vulnerability CVE-2019-12409. 2021-08-09
@ipssignatures  ipssignatures.appspot.com/?cve=CVE-2019-... #St2aaeedtkweem 05:02:01
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