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Summary

CVE CVE-2019-12420

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-12 23:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description In Apache SpamAssassin before 3.4.3, a message can be crafted in a way to use excessive resources. Upgrading to SA 3.4.3 as soon as possible is the recommended fix but details will not be shared publicly.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Spamassassin All All All All

Application Apache Spamassassin All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

References

Reference Source Link Tags

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

oss-security - Apache SpamAssassin v3.4.3 released with fix for CVE-2019-12420 MLIST www.openwall.com Mailing List, Third Party Advisory

Pony Mail! MLIST lists.apache.org

svn.apache.org/repos/asf/spamassassin/branches/3.4/build/announcements/3.4.3... CONFIRM svn.apache.org Mailing List, Vendor Advisory
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http://cve.report/vendor/debian
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http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://lists.apache.org/thread.html/r3d32ebf97b1245b8237763444e911c4595d2ad5e34a1641840d8146f@%253Cusers.spamassassin.apache.org%253E
https://lists.apache.org/thread.html/5ef362d6da12126fafc81443309ca95d872d1bfd011fe4b2699f0fe9@%253Cusers.spamassassin.apache.org%253E
https://lists.apache.org/thread.html/64cf76749956dd08f7d5b86ec9f3321f382cfd7fe717ccd1be940c92@%253Cannounce.spamassassin.apache.org%253E
http://www.openwall.com/lists/oss-security/2019/12/12/2
https://lists.apache.org/thread.html/r2578c486552637bfedbe624940cc60d6463bd90044c887bdebb75e74@%253Cusers.spamassassin.apache.org%253E
https://svn.apache.org/repos/asf/spamassassin/branches/3.4/build/announcements/3.4.3.txt


Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org

Bug Access Denied MISC bz.apache.org Permissions Required

[SECURITY] [DLA 2037-1] spamassassin security update MLIST lists.debian.org Mailing List, Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Bugtraq: [SECURITY] [DSA 4584-1] spamassassin security update BUGTRAQ seclists.org Mailing List, Third Party Advisory

USN-4237-2: SpamAssassin vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

USN-4237-1: SpamAssassin vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org

Debian -- Security Information -- DSA-4584-1 spamassassin DEBIAN www.debian.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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174887 SUSE Enterprise Linux Security Update for spamassassin (SUSE-SU-2021:1152-1)

174888 SUSE Enterprise Linux Security Update for spamassassin (SUSE-SU-2021:1153-1)

174894 SUSE Enterprise Linux Security Update for spamassassin (SUSE-SU-2021:1163-1)

377270 Alibaba Cloud Linux Security Update for spamassassin (ALINUX2-SA-2020:0143)

377328 Alibaba Cloud Linux Security Update for spamassassin (ALINUX3-SA-2022:0040)

500643 Alpine Linux Security Update for spamassassin

504410 Alpine Linux Security Update for spamassassin

750268 OpenSUSE Security Update for spamassassin (openSUSE-SU-2021:0551-1)

940307 AlmaLinux Security Update for spamassassin (ALSA-2020:4625)
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https://lists.debian.org/debian-lts-announce/2019/12/msg00019.html
https://lists.apache.org/thread.html/r3d32ebf97b1245b8237763444e911c4595d2ad5e34a1641840d8146f%2540%253Cusers.spamassassin.apache.org%253E
https://lists.apache.org/thread.html/64cf76749956dd08f7d5b86ec9f3321f382cfd7fe717ccd1be940c92%2540%253Cannounce.spamassassin.apache.org%253E
https://seclists.org/bugtraq/2019/Dec/27
https://usn.ubuntu.com/4237-2/
https://usn.ubuntu.com/4237-1/
https://lists.apache.org/thread.html/e3c2367351286b77a74a082e2b66b793cceefa7b6ea9dcd162db4c4b@%253Cdev.spamassassin.apache.org%253E
https://lists.apache.org/thread.html/e3c2367351286b77a74a082e2b66b793cceefa7b6ea9dcd162db4c4b%2540%253Cdev.spamassassin.apache.org%253E
https://www.debian.org/security/2019/dsa-4584
https://www.cve.org/CVERecord?id=CVE-2019-12420
https://nvd.nist.gov/vuln/detail/CVE-2019-12420
http://cve.report/qid/174887
http://cve.report/qid/174888
http://cve.report/qid/174894
http://cve.report/qid/377270
http://cve.report/qid/377328
http://cve.report/qid/500643
http://cve.report/qid/504410
http://cve.report/qid/750268
http://cve.report/qid/940307
https://cve.report/


site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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