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Summary

CVE CVE-2019-12450

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-29 17:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description file_copy_fallback in gio/gfile.c in GNOME GLib 2.15.0 through 2.61.1 does not properly restrict file permissions while a copy operation is in progress. Instead, default permissions are used.

Risk And Classification

Problem Types: CWE-362 | CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Gnome Glib All All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux Eus 8.1 All All All

Operating System Redhat Enterprise Linux Eus 8.2 All All All

Operating System Redhat Enterprise Linux Eus 8.4 All All All

Operating System Redhat Enterprise Linux Eus 8.6 All All All

Operating System Redhat Enterprise Linux Server Aus 8.2 All All All

Operating System Redhat Enterprise Linux Server Aus 8.4 All All All
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Operating System Redhat Enterprise Linux Server Aus 8.4 All All All

Operating System Redhat Enterprise Linux Server Aus 8.6 All All All

Operating System Redhat Enterprise Linux Server Tus 8.2 All All All

Operating System Redhat Enterprise Linux Server Tus 8.4 All All All

Operating System Redhat Enterprise Linux Server Tus 8.6 All All All

References

Reference Source Link Tags

USN-4014-2: GLib vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 30 Update: glib2-2.60.4-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

USN-4014-1: GLib vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1826-1] glib2.0 security update MLIST lists.debian.org

CVE-2019-12450 GNOME GLib Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

gfile: Limit access to files when copying (d8f8f4d6) · Commits · GNOME / GLib · GitLab MISC gitlab.gnome.org Patch, Vendor Advisory

[SECURITY] Fedora 30 Update: glib2-2.60.4-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:1650-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

296081 Oracle Solaris 11.4 Support Repository Update (SRU) 12.5.0 Missing (CPUJUL2019)

377507 Alibaba Cloud Linux Security Update for glib2 and ibus (ALINUX2-SA-2020:0146)

500225 Alpine Linux Security Update for glib

503969 Alpine Linux Security Update for glib

900016 CBL-Mariner Linux Security Update for glib 2.58.0

901432 Common Base Linux Mariner (CBL-Mariner) Security Update for glib (6434-1)

903150 Common Base Linux Mariner (CBL-Mariner) Security Update for glib (1920)

http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
https://usn.ubuntu.com/4014-2/
https://access.redhat.com/errata/RHSA-2019:3530
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/2W4WIOAGO3M743M5KZLVQZM3NGHQDYLI/
https://usn.ubuntu.com/4014-1/
https://lists.debian.org/debian-lts-announce/2019/06/msg00013.html
https://security.netapp.com/advisory/ntap-20190606-0003/
https://gitlab.gnome.org/GNOME/glib/commit/d8f8f4d637ce43f8699ba94c9b7648beda0ca174
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/2W4WIOAGO3M743M5KZLVQZM3NGHQDYLI/
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00076.html
https://www.cve.org/CVERecord?id=CVE-2019-12450
https://nvd.nist.gov/vuln/detail/CVE-2019-12450
http://cve.report/qid/296081
http://cve.report/qid/377507
http://cve.report/qid/500225
http://cve.report/qid/503969
http://cve.report/qid/900016
http://cve.report/qid/901432
http://cve.report/qid/903150
https://cve.report/


CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-12450
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


