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Summary

CVE CVE-2019-12456

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-30 14:29:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description ** DISPUTED ** An issue was discovered in the MPT3COMMAND case in _ctl_ioctl_main in drivers/scsi/mpt3sas/mpt3sas_ctl.c in the Linux kernel through 5.1.5. It allows local users to cause a denial of service or possibly have unspecified other impact by changing the value of ioc_number between two kernel reads of that value, aka a "double fetch" vulnerability. NOTE: a third party reports that this is unexploitable because the doubly fetched value is not used.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference

support.f5.com/csp/article/K84310302

LKML: "Martin K. Petersen": Re: [PATCH] mpt3sas_ctl: fix double-fetch bug in _ctl_ioctl_main()

1717182 – (CVE-2019-12456) CVE-2019-12456 kernel: double fetch in the MPT3COMMAND case in _ctl_ioctl_main in drivers/scsi/mpt3sas/mpt3sas_ctl.c

[SECURITY] Fedora 30 Update: kernel-headers-5.1.8-300.fc30 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2019:1570-1: important: Security update

[SECURITY] Fedora 30 Update: kernel-headers-5.1.8-300.fc30 - package-announce - Fedora Mailing-Lists

kernel/git/mkp/scsi.git - SCSI

myF5

support.f5.com/csp/article/K84310302

[SECURITY] Fedora 29 Update: kernel-headers-5.1.8-200.fc29 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2019:1579-1: important: Security update

[security-announce] openSUSE-SU-2019:1571-1: important: Security update

[SECURITY] Fedora 29 Update: kernel-headers-5.1.8-200.fc29 - package-announce - Fedora Mailing-Lists

https://cve.report/
https://cve.report/CVE-2019-12456/mitre
https://cve.report/CVE-2019-12456/nist
https://cve.report/CVE-2019-12456/cve_org
https://cve.report/CVE-2019-12456.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://support.f5.com/csp/article/K84310302?utm_source=f5support&amp;utm_medium=RSS
https://lkml.org/lkml/2019/5/29/1164
https://bugzilla.redhat.com/show_bug.cgi?id=1717182
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MDURACJVGIBIYBSGDZJTRDPX46H5WPZW/
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00039.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MDURACJVGIBIYBSGDZJTRDPX46H5WPZW/
https://git.kernel.org/pub/scm/linux/kernel/git/mkp/scsi.git/commit/?h=5.3/scsi-queue&id=86e5aca7fa2927060839f3e3b40c8bd65a7e8d1e
https://support.f5.com/csp/article/K84310302?utm_source=f5support&amp%253Butm_medium=RSS
https://support.f5.com/csp/article/K84310302
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/OBJHGQXA4PQ5EOGCOXEH3KFDNVZ2I4X7/
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00048.html
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00040.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/OBJHGQXA4PQ5EOGCOXEH3KFDNVZ2I4X7/


CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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376882 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2019:0121)
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