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Summary

CVE CVE-2019-12467

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-10 15:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description MediaWiki through 1.32.1 has Incorrect Access Control (issue 1 of 3). A spammer can use Special:ChangeEmail to send out spam with no rate limiting or ability to block them. Fixed in 1.32.2, 1.31.2, 1.30.2 and 1.27.6.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Mediawiki Mediawiki All All All All

Application Mediawiki Mediawiki All All All All

References

Reference Source Link Tags

Bugtraq: [SECURITY] [DSA 4460-1] mediawiki security update BUGTRAQ seclists.org Mailing List, Third Party Advisory

⚓ T209794 Need to make a limit of count of attempts to change email address MISC phabricator.wikimedia.org Patch, Third Party Advisory

[Wikitech-l] Security and maintenance release: 1.27.6 / 1.30.2 / 1.31.2 / 1.32.2 CONFIRM lists.wikimedia.org Third Party Advisory

Debian -- Security Information -- DSA-4460-1 mediawiki DEBIAN www.debian.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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