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Summary

CVE CVE-2019-12480

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-30 22:29:00 UTC

Updated 2019-07-19 19:15:00 UTC

Description BACnet Protocol Stack through 0.8.6 has a segmentation fault leading to denial of service in BACnet APDU Layer because a malformed DCC in AtomicWriteFile, AtomicReadFile and DeviceCommunicationControl services. An unauthenticated remote attacker could cause a denial of service (bacserv daemon crash) because there is an invalid read in bacdcode.c during parsing of alarm tag numbers.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bacnet Protocol Stack Project Bacnet Protocol Stack All All All All

References

Reference Source Link Tags

BACnet Protocol Stack / SVN-old / Commit [r3224] CONFIRM sourceforge.net

BACnet Protocol Stack / SVN-old / Commit [r3220] CONFIRM sourceforge.net

BACnet Protocol Stack / Bugs / #62 Invalid read in bacserv when decoding alarm tags MISC sourceforge.net Exploit, Third Party Advisory

BACnet Protocol Stack / SVN-old / Commit [r3225] CONFIRM sourceforge.net

BACnet Protocol Stack / SVN-old / Commit [r3223] MISC sourceforge.net

BACnet CVE-2019-12480 · M MISC 1modm.github.io

BACnet Stack 0.8.6 Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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