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CVE-2019-12491

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cvssaoavnacrrraunsuchiiad  Gertain versions of Onapp from Onapp contain the foIIowing
: vulnerability:

OnApp before 5.0.0-88, 5.5.0-93, and 6.0.0-196 allows an attacker to
run arbitrary commands with root privileges on servers managed by
OnApp for XEN/KVM hypervisors. To exploit the vulnerability an
attacker has to have control of a single server on a given cloud (e.g. by
renting one). From the source server, the attacker can craft any
command and trigger the OnApp platform to execute that command with root privileges on a
target server.

CVE-2019-12491 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.
CVSS3 Score: [S6EMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK HiGH ] HiGH [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 8.5-HIGH
Access Access Authentication
Vector Complexity
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
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https://cve.report/
https://cve.report/CVE-2019-12491/mitre
https://cve.report/CVE-2019-12491/nist
https://cve.report/CVE-2019-12491/cve_org
https://cve.report/CVE-2019-12491.pdf
http://cve.report/software/onapp/onapp
http://cve.report/vendor/onapp
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

OKYNYIiL Lyoer | All YOUur LIouUd Are belonyg 10 us nird Pa AC 0 Y VIIOL SKYNgriCyoer.coln/cu 19/uo/u//dal-your-clouu-dre-

(CVE-2019-12491) belong-to-us-cve-2019-12491/

text/html

General Security Advisory - Release Notes §» CONFIRM docs.onapp.com/rn/general-security-advisory

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Onapp Onapp 5.0.0 - All All
Application Onapp Onapp 5.0.0 update_79 All All
Application Onapp Onapp 5.0.0 update_82 All All
Application Onapp Onapp 5.0.0 update_83 All All
Application Onapp Onapp 5.0.0 update_87 All All
Application Onapp Onapp 5.1.0 - All All
Application Onapp Onapp 5.1.0 update_16 All All
Application Onapp Onapp 5.10.0 - All All
Application Onapp Onapp 5.2.0 - All All
Application Onapp Onapp 5.3.0 - All All
Application Onapp Onapp 5.3.0 update_41 All All
Application Onapp Onapp 5.4.0 - All All
Application Onapp Onapp 5.4.0 update_66 All All
Application Onapp Onapp 5.4.0 update_70 All All
Application Onapp Onapp 5.4.0 update_72 All All
Application Onapp Onapp 5.4.0 update_76 All All
Application Onapp Onapp 5.4.0 update_82 All All
Application Onapp Onapp 5.4.0 update_84 All All
Application Onapp Onapp 5.5.0 - All All
Application Onapp Onapp 5.5.0 update_50 All All
Application Onapp Onapp 5.5.0 update_59 All All

Application Onapp Onapp 5.5.0 update_65 All All
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Application Onapp Onapp
Application Onapp Onapp
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Application Onapp Onapp
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Application Onapp Onapp
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cpe:2.3:a:onapp:onapp:5.0.0:-"* "

akLk kK Lk k.

cpe:2.3:a:onapp:onapp:5.0.0:update_83:*:*:*:*:*:*:

AkLk kKK k.

cpe:2.3:a:onapp:onapp:5.0.0:update_87:*:*:*:*:*:*:

ox

cpe:2.3:a:onapp:onapp:5.1.0:-* "

kKK kukk.

cpe:2.3:a:onapp:onapp:5.1.0:update_16:*:*:*:*:*:*:

e_ekakukakukuk.

cpe:2.3:a:onapp:onapp:5.10.0:-:%:%:
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*
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KKk akuk k.

cpe:2.3:a:onapp:onapp:5.3.0:update_41:*:*:*:*:*:*:

cpe:2.3:a:onapp:onapp:5.4.0:-*

KKk oKLk k.

cpe:2.3:a:onapp:onapp:5.4.0:update_66:*:*:*:*:*:*:

cpe:2.3:a:onapp:onapp:5.7.0:-"

cpe:2.3:a:onapp:onapp:5.8.0:-"* "

.x

cpe:2.3:a:onapp:onapp:5.9.0:-

Skakakakkak.

cpe:2.3:a:onapp:onapp:6.0:update_122:*:*:*:*:*:*:

Skukakak kK.

cpe:2.3:a:onapp:onapp:6.0:update_152:*:*:*:*:*:*:

Skuk ok ak kK,

cpe:2.3:a:onapp:onapp:6.0:update_159:*:*:*:*:*:*:

dkLk kR akuk.

cpe:2.3:a:onapp:onapp:6.0:update_62:*:*:*:*:*:*:

Rk ukokakuk.

cpe:2.3:a:onapp:onapp:6.0:update_80:*:*:*:*:*:*:

KRk okakuk.

cpe:2.3:a:onapp:onapp:6.0:update_98:*:*:*:*:*:*:



cpe:2.3:a:onapp:onapp:6.0.0:-:**

cpe:2.3:a:onapp:onapp:5.0.0:-*

Kk kKR k.

cpe:2.3:a:onapp:onapp:5.0.0:update_79:*:*:*:*:*:*:

e_ekakakakakak,

cpe:2.3:a:onapp:onapp:5.10.0:-%%

cpe:2.3:a:onapp:onapp:5.2.0:- %k

cpe:2.3:a:onapp:onapp:5.3.0:-"

cpe:2.3:a:onapp:onapp:5.5.0:-"

akLk LKk Lk k.

cpe:2.3:a:onapp:onapp:5.5.0:update_50:*:*:*:*:*:*:

akak kK ak k.

cpe:2.3:a:onapp:onapp:5.5.0:update_59:*:*:*:*:*:*:

akLk kKK k.

cpe:2.3:a:onapp:onapp:5.5.0:update_65:*:*:*:*:*:*:

Akk kKKK,

cpe:2.3:a:onapp:onapp:5.5.0:update_75:*:*:**

kKK KLk k.

cpe:2.3:a:onapp:onapp:5.5.0:update_80:*:*:*:*:*:*:

akLk Lk akukk.

cpe:2.3:a:onapp:onapp:5.5.0:update_83:*:*:*:*:*:*:

kKK kLR k.

cpe:2.3:a:onapp:onapp:5.5.0:update_87:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:onapp:onapp:5.5.0:update_90:*:*:*:*:*:*:



cpe:2.3:a:onapp:onapp:5.7.0:-

cpe:2.3:a:onapp:onapp:5.8.0:-

cpe:2.3:a:onapp:onapp:5.9.0:-*

kakakakakak.

cpe:2.3:a:onapp:onapp:6.0:update_98:*:*:*:*:*:*:

cpe:2.3:a:onapp:onapp:6.0.0:-"* "

No vendor comments have been submitted for this CVE
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